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Dear Readers!

Welcome to new issue of eForensics Magazine, just before Spring Holiday
so we hope you’ll find some free time to grab the magazine and delv
into the topic. This time we shed light on Memory Forensics topic.

Analyzing system memory for artifacts is a technique used by forensic ana-
lysts, security specialists and those that analyze malware. Memory forensics
plays an important role in investigations and incident response. It can help in
extracting forensics artifacts from a computer’s memory like running process,
network connections, loaded modules, etc. In opening article our dear friend
and contributor Dan Dieterle talks about how to obtain a complete copy of
system memory from a computer using the easy to use program “Dumplt”.
We will then take this memory dump and analyze it with the popular memory
analysis tool Volatility. In the next article Monnappa K covers the subject of
Malware Memory Forensics shoving how to use Memory Forensic Toolkits to
analyze the memory artifacts with practical real life forensics scenarios wh-
eras Alexander Sverdlov shows us that Cold Boot Memory dumping doesn’t
have to be so difficult to work with or way too expensive for experimenting.

In the next artilcle Mikel Gastesi, Jozef Zsolnai and Nahim Faza give you an
insight into the background of the development of Citadel in order to un-
derstand how the Trojan has developed in the manner it has. They take you
through the process of examining forensically a sample of Citadel. Though it is
important to understand the practical steps one has to take to decode and de-
crypt a piece of malware, it is also important to understand the why and how
of the malware works the way it does.

Furthermore our expert Cordny Nederkoorn discusses possible threats associ-
ated with the use of online identity protocols, like OpenID and OAuth, which
are used widely in social-media software for social sign on and data sharing.
Wheras Rocky Termanini talks about the concept of building a Center for Digi-
tal Forensics Investigative Services on the cloud. Offering Digital Forensics as a
Service (DFaaS) is an attractive venture which will prove to be profitable and
highly successful.

Today there are data-mining techniques that allow the turnaround time on
data requests to be measured in minutes. The procedures that are in place
though, and the complexity of the operations that a civil servant has to follow,
raises the turnaround time to days. The returned data must be the most ap-
propriate, based on the search criteria, which creates the need of identifying
and deleting duplicates.In the last article Dr. Stilianos Vidalis and Dr. Olga An-
gelopoulou present you the issue.

Taking advantage form this publication we would like to ask you for coopera-
tion. Our aim is to be “your” magazine. To be helping hand when you need
one and entertainment when you want to forget about your job and follow
your passion. What are the topics you’d like us to cover? Tools you’d like to
learn? Please share your needs and expectations towards our publications!
We would like to ask you for a feedback concerning our work. Please, follow
us on Twitter and Facebook, where you can find the latest news about our
magazine and great contests. Do you like our magazine? Like it! Share it! We
appreciate your every comment!

Enjoy your Spring Break with eForensics!
Joanna Kretowicz

eForensics Magaizne Product Manager
and eForensics Team
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MEMORY ANALYSIS USING DUMPIT AND VOLATILITY /

by Daniel Dieterle /

Want an easy way to grab a memory dump from a live system and search it for forensic

artifacts? Look no further than Dumplt and Volatility. In this article we will see how to pull A

pertinent information from a memory dump and cover some basic analysis with Volatil-
ity. We will also look at a memory image infected with Stuxnet.

7 A PRACTICAL APPROACH TO MALWARE MEMORY FORENSICS
by Monnappa K
Memory Forensics is the analysis of the memory image taken from the running computer.
A It plays an important role in investigations and incident response. In this article, we will
learn how to use Memory Forensic Toolkits such as Volatility to analyze the memory arti-
facts with practical real life forensics scenarios.
7/
E )
MALWARE FORENSICS & ZEUS
/, by Mikel Gastesi, Jozef Zsolnai & Nahim Fazal
Citadel appeared early in 2012 and the immediate question that was asked was, is this
new malware family or something that the cyber crime community had seen before.
A Upon examining the malware it quickly became apparent that the malware sample was

very closely related to banking Trojan called Zeus that had been existence in one form or
another for a few years. It was a variant of Zeus all be it with some new shinny features.

8 7/
)
ESTABLISHING A CENTER FOR DIGITAL FORENSICS INVESTIGATIVE

y SERVICES ON THE CLOUD
by Rocky Termanini, PhD, CISSP

/ The concept of building a Center for Digital Forensics Investigative Services on the cloud

A is a compelling and totally innovative. Everything is becoming cost effective and cloud-

centric, including selling Platform as a Service (Paa$S), Software as a Service (SaaS). Now
offering Digital Forensics as a Service (DFaaS) is an attractive venture which will prove to

%

COLD BOOT MEMORY FORENSICS

by Alexander Sverdlov

Cyber forensics professionals have long been familiar with memory forensics and its
benefits - extracting encryption keys for Full Disk Encryption software, extracting data
which was in the memory but not stored on disk after a fast shutdown — passwords, URLs,
documents, photos, process names — however, the Cold Boot Memory dumping tools
were either too difficult to work with or way too expensive for experimenting.

SECURITY & ONLINE IDENTITY PROTOCOLS: A TESTER’S VIEW

by Cordny Nederkoorn

This article will discuss possible threats associated with the use of online identity proto-
cols, like OpenlID and OAuth, which are used widely in social-media software for social
sign on and data sharing. OAuth will be used as an example to show how OAuth can be
susceptible to malicious attacks, resulting in damage on users or applications that have
implemented this protocol. The main attacks and countermeasures will be discussed.

DIGITAL CONTINUITY OF GOVERNMENT RECORDS

by Dr. Stilianos Vidalis and Dr. Olga Angelopoulou

The first person to properly report and document the principles of information opera-
tions was Sun Tzu, thousands of years ago in his ancient Chinese military treatise. The
same principles apply today across all of the different public and private sector organ-
isations. It has become excessively important for public organisations to have the right
information on the right time in order to be able to satisfy and service public needs in an
appropriate manner, as specified by UK and EU legislation. It is equally important to apply
innovation in extracting knowledge from existing data sets in order to proactively satisfy
future needs of the public.

www.eForensicsMag.com € »
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MEMORY ANALYSIS
USING DUMPIT AND
VOLATILITY

by Daniel Dieterle

Want an easy way to grab a memory dump from a live system
and search it for forensic artifacts? Look no further than Dumplt
and Volatility. In this article we will see how to pull pertinent
information from a memory dump and cover some basic analysis
with Volatility. We will also look at a memory image infected with
Stuxnet.

What you will learn:

Sound exciting? Well it is! Let’s get

* How to grab a quick and easy
dump of active memory

» How to recover forensics artifacts
from the memory dump

* How to recover password hashes

« How to recover a process list and
network connections

* How to analyze a machine infect-
ed with Stuxnet

What you should know:

* Prior use of Volatility would be
recommended but not required

» A Basic understanding of com-
puter forensics

« A Basic understanding of registry
use, processes and network con-
nections.

nalyzing system memory for
Aartifacts is a technique used

by forensic analysts, security
specialists and those that analyze
malware.

In this article we will cover how to
obtain a complete copy of system
memory from a computer using the
easy to use program “Dumplt’. We
will then take this memory dump and
analyze it with the popular memory
analysis tool Volatility.

With Volatility, you can pull a list of
what software was installed on a sys-
tem, what processes were running,
what network connections were ac-
tive, and a whole lot more.

We will look at all of this and even
see how to pull password hashes
from a memory dump. Lastly we will
try our hand at analyzing a memo-
ry image infected with a sample of

Stuxnet.
® @

started!

OBTAINING A MEMORY DUMP
MoonSols, the creator of the ever
popular “win32dd” and “win64dd”
memory dump programs have com-
bined both into a single executable
that when executed creates a copy
of physical memory and saves it into
the current directory.

Simply download Dumplt [1], put it
onto a USB drive or save it on your
hard drive, double click it, select yes
twice and before you know it you
have a complete copy of your ma-
chine’s memory sitting on disk (See
Figure 1).

(If you are running it on Windows 7
you will need administrator’s rights.)

The only thing you need to make
sure of, especially if using a USB
drive is that it is large enough to hold



the file that is created. The memory dump will be a
little larger than the size of your installed RAM. So,
for instance, a machine with 4GB RAM will pro-
duce a file almost 5 GBs in size. A system with
8GB of RAM will be about 9.5GB, and so on.

Once we have the memory dump saved, we can
now analyze it with Volatility.

Just a note, forensically Dumplt may not be the
best solution if you cannot make any changes to
the contents of the target system. As you will see
later, running Dumplt does add some lines to the
command history (Figure 7) on the target system.
But if making minor changes to the drive is not that
big of a deal, Dumplt is probably one of the best
choices for obtaining an easy memory image.

ANALYZING A MEMORY IMAGE WITH
VOLATILITY

Several programs exist for memory analysis; we
will be using one of my favorites — “Volatility” [2].
If you are performing your analysis on a Windows
system | recommend downloading the stand alone
.exe version. You can also choose a version writ-
ten in Python.

Once Volatility is installed, we need to get some
information from the memory dump. Open up a
command prompt and run the following command
(Figure 2):

volatility imageinfo -f memorydumpfilename.raw

(Note: This can take a while to run if you have a
large dump file.)

The “Imageinfo” command gives you several
pieces of information. For now, we just need to
know the profile type of the memory dump, in this
case Win7SP1x86. We will use this in the next few
steps.

ination =

= o u wwre
+ Processing...

Figure 1. Creating a memory dump file with Dumplt

; imageinfo —f memorydunp.rau
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ANALYZING REGISTRY KEYS AND
OBTAINING PASSWORD HASHES

Now, we need the hive list so we can get the start-
ing location of where the registry information re-
sides (Figure 3):

volatility hivelist -f memorydumpfilename.raw
--profile=Win7SP1x86

We now have a list of where several key items are
located in the memory dump. We can use this in-
formation to find individual artifacts or we can just
dump the whole hive list.

To do so, you simply need to use the “hive-
dump” command and the virtual memory address
to the hive you want to view from the list recovered
above. We will take a look at the Software hive, so
we will use the virtual offset address of 0x8ccfcocs
(Figure 4).

volatility -f memorydumpfilename.raw --profile=Win7SP1x86
hivedump -o O0x8ccfc9c8

If you noticed from the highlighted areas, this us-
er had 7 Zip installed, was using ATl Technologies
software for his video card. He was also running
the AVG Anti-Virus program as well as the Intru-
sion Detection System (IDS).

Using hivedump will return a ton of registry set-
tings, which might be a little more than we need. You
can also search the registry keys for specific data.

For example to find the name of the last logged
in user you can check the WinLogon registry key
as shown in Figure 5:

volatility -f memorydump.raw --profile=Win7SP1x86
printkey -K “Software\Microsoft\Windows NT\
CurrentVersion\Winlogon”
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Figure 3. Recovering Hive list with memory location
information
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https://www.volatilesystems.com/default/volatility

Recovering registry information is good, but what
many don’t know is that a copy of the password
hashes are stored in active memory. If you can ob-
tain a memory image, you can get the password
hashes. This is of importance to security penetra-
tion testers because if you have the hashes, you
can then proceed to crack them or use them in
pass the hash types of attacks to access other sys-
tems on the network.

To do this we need to know the starting memory
locations for the System and SAM keys. We look
in the hivelist above (Figure 3) and copy down the
numbers in the first column that correspond to the
SAM and SYSTEM locations. Place the virtual ad-
dress for System in the -y switch and the address
for the SAM into -s.

The following command pulls the password
hashes out of memory and stores them in a text
file called hashs.txt:

volatility hashdump -f memorydumpfilename.raw
--profile=Win7SP1x86 -y 0x87elc008 -s 0x96d319c8 >
hashs.txt

Simply check the hash.txt file and you will see the
admin hash and the password hashes for any us-
ers. Though beyond the scope of this article, these
hashes could then be taken and cracked in an on-
line hash cracking site or any one of the password
cracking programs like John the Ripper or Hashcat.

PROCESS LIST AND COMMAND HISTORY
Now let’s take a look at recovering a list of the run-
ning processes and active network connections

« <l inTSPLxB6

ce~NTUSER.IMT

: (5} AppDataslocaliAppDatatlocalliow;

SHecyc e I

——prof ile-Win

tvolatility pslist —F memoepdump.raw

Vol

Figure 6. Dlsplaylng a Process list and associated PID
numbers

«
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from the captured memory file. Using Volatility’s
“pslist” command can be used to view the process-
es that were running on the Windows system (Fig-
ure 6):

volatility pslist -f memorydumpfilename.raw
--profile=Win7SP1x86

From the output of the command, we see the phys-
ical memory location, process name and the PID
number of all process that were running. You can
also use volatility to view the exact programs that
may be running under the process. This helps mal-
ware analysts track down malicious processes and
their associated programs. We will talk more on
that later.

Another interesting command we can run is
‘cmdscan”. This plug-in allows us to see what com-
mands, if any, were run from the command prompt
(Figure 7).

volatility cmdscan -f memorydump.raw
--profile=Win7SP1x86

As you can see it captured the steps | used to
capture the memory image. | went to the e: drive,
changed into the Dumplt directory and ran the
command “Dumpit”.

scan F aesorydunp.raws o profile =i

e

Flaga: Nllocated, Reset

0 0

¢ Flags! Mllo

Flgure 7. Listing what commands were entered at the
command prompt
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Flgure 8. Using the “netscan” plugin to view active network
connections
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Not very helpful to us in this case, but a lot of
hacker tools are run from the command line. If the
user ran any command line programs or utilities, or
used the command line to copy data, it would show
up here for us to view.

NETSCAN AND THE BIOS CACHE BUFFER
We can view network connections that were ac-
tive from the memory dump by using the “netscan”
command as shown in Figure 8:

volatility netscan -f memorydumpfilename.raw
--profile=Win7SP1x86

The data returned shows all network connections,
including the process name, source and destina-
tion IP addresses — including ports. This is just a
short snip of what was actually returned, the actual
list is easily three times as long, because the user
had several webpages open when the snapshot
was taken.

This information helps the analyst see what net-
work connections were active. But it can also help
the penetration tester gain valuable information
about the network.

The last command that we will look at is “bioskbd”
shown in Figure 9.

volatility bioskbd -f memorydumpfilename.raw
--profile=Win7SP1x86

As you can see there is no data returned from
this memory dump. But what does “bioskbd” actu-
ally do? This interesting command has the ability
to pull passwords that are resident from the bios
cache buffer. Though most newer systems (like the
system that this memory dump was taken from)
purge the bios keyboard buffer, many older ones
did not. On an old system you might be able to
retrieve BIOS boot passwords, or even the pass-
words for disk encryption systems.

MALFIND - VOLATILITY IN ACTION

So far we have learned some interesting things
that you can do with Volatility. But how would it be
used in the real world?

It been kind of fun playing around with a memory
dump from one of our own systems, but wouldn'’t it
be cool to take a look at some memory dumps that
are from infected machines?

Well, you can!

The authors of the Malware Analyst’s Cookbook
(exceptional book by the way) have been kind
enough to post several memory dumps that you
can play with.

So why don’t we take a look at a memory dump
from a system infected with Stuxnet?

The memory images are posted on the Volatility
project page. Simply download the Stuxnet sample

www.eForensicsMag.com €
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memory image file [3] and we will see what Volatil-
ity can do with an infected image.

First, let’'s grab the imageinfo information for the
Stuxnet memory dump (Figure 10):

volatility imageinfo -f stuxnet.vmem
Okay, it is a Windows XP SP3 image, so we will
use that information with the profile switch.

Next, let's take a look at what processes were
running on the Stuxnet infected machine:

volatility pslist --profile=WinXPSP3x86 -f stuxnet.vmem

0x81e70020 Isass.exe 680 624
0x81c498c8 Isass.exe 868 668
0x81c47c00 Isass.exe 1928 668

Looking at this list you can see one of the signs of
a Stuxnet, there are three copies of Isass.exe run-
ning, when there should only be one. The Isass pro-
cess authenticates users for the Winlogon service.

Let’s do a process tree list and see if all three in-
stances of Isass correspond to Winlogon:

volatility pstree --profile=WinXPSP3x86 -f stuxnet.
vmemn

From the process list we see that two of the pro-
cesses connect to Pid 668 and one connects to
624. Looking at the Pid column from the Process
Tree list in Figure 11, you can see that the third in-
stance does in fact tie to Winlogon (624). But the
two other instances connect to Services.exe (668).

bloskbd -f mem

——profile=0i

11-86-83 B4: UTC+a888
11-86-83 Ba- -8480

t3

for Stuxnet Image

B 1
1 9 1 4

Figure 11. Process Tree list for system infected with Stuxnet
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//
Something is not right.

7

Let’'s run the “malfind” command and see what
it detects. Malfind searches for hidden or injected
code or DLLs in user mode memory. We will run
malfind against the whole memory dump and see
if it can find any suspicious code.

Let's use the “—D outputfolder” switch to specify
a place for malfind to place any code segments
that it finds.

volatility malfind --profile=WinXPSP3x86 -f stuxnet.
vmem -D OutputFolder

As you can see from Figure 12 it found numerous
samples of malicious code. All of the malicious
code segments found were stored in our designat-
ed output directory.

But were any of them truly malicious?

If you go to the output directory, you see all the
suspicious files stored as .dmp files. You can take
these files and upload them to VirusTotal.com to
see if it detects anything suspicious. Or if you are
running Bitdefender like | was on my analysis ma-
chine, just wait a few seconds, and Bitdefender will
remove the contents of the directory for you!

Figure 13 is a list of some of the alerts.

Looks like it detected Generic Backdoor, Generic
Torjan and Gen:Variant.Graftor.Elzob. A quick in-
ternet search and you will find that Graftor.Elzob
is also called Trojan.Stuxnet.16 by another AV engine.

We could go on and find Stuxnet registry key set-
tings, hidden DIlI’s, file objects and numerous other
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Figure 13. Recovered malicious code deleted by AV engine

«

EFOI"'EDSICS

a g azine

References

[1] Download Moonsols Dumplt at http://www.moon-
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artifacts in this memory sample all with using Vola-
tility. But | will end this simple overview of analyz-
ing Stuxnet here.

If you want to see a complete dismantling of
Stuxnet with Volatility by an expert analyst (and
creator of Volatility), check out Michael Hale Ligh’s
post “Stuxnet’s Footprint in Memory with Volatility
2.0” [4].

CONCLUSION

In this article we learned how to obtain a memo-
ry image from a system and several techniques to
analyze it using Volatility. We also took a quick look
at analyzing a system infected with malware.

Honestly, | have actually only covered the tip of
the ice berg in using Volatility. It is capable of doing
S0 much more.

Volatility is still evolving and new features are be-
ing added to it. The next version of Volatility (2.3) is
slated to be out in April of this year. Several new pl-
ugins will be available for it (including an IE History
Cache plugin!) and | also thought that Windows 8
support would be added, though | did not see it
listed on the Volatility project page.

Dumplt and Volatility, two excellent tools for any
Analyst’s toolbox!
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A PRACTICAL APPROACH
TO MALWARE MEMORY
FORENSICS

by Monnappa K

Memory Forensics is the analysis of the memory image taken
from the running computer. In this article, we will learn how

to use Memory Forensic Toolkits such as Volatility to analyze
the memory artifacts with practical real life forensics scenarios.
Memory forensics plays an important role in investigations and

incident response.

What you will learn:

» Performing memory forensics

» Tools and techniques to Perform
Memory forensics

« Volatility usage

What you should know:

« Basic understanding of malware
« Knowledge of operating system
process

facts from a computer’s memory like

running process, network connections,
loaded modules etc. It can also help in un-
packing, rootkit detection and reverse en-
gineering.

STEPS IN MEMORY FORENSICS
Below is the list of steps involved in
memory forensics

I t can help in extracting forensics arti-

* Memory Acquisition — This step
involves dumping the memory of
the target machine. On the phys-
ical machine you can use tools
like Win32dd/Win64dd, Memory-
ze, Dumplt, FastDump. Whereas
on the virtual machine, acquiring
the memory image is easy, you
can do it by suspending the VM
and grabbing the “vmem” file.

* Memory Analysis — once a memo-
ry image is acquired, the next step is

® e

analyze the grabbed memory dump
for forensic artifacts, tools like Vola-
tility and others like Memoryze can
be used to analyze the memory

VOLATILITY QUICK OVERVIEW
Volatility is an advanced memory fo-
rensic framework written in python.
Once the memory image has been
acquired Volatility framework can be
used to perform memory forensics on
the acquired memory image. Volatil-
ity can be installed on multiple oper-
ating systems (Windows, Linux, Mac
OS X). Installation details of volatility
can be found at http://code.google.
com/p/volatility/wiki/Fulllnstallation.

VOLATILITY SYNTAX

* Using -h or -help option will dis-
play help options and list of avail-
able plugins


http://code.google.com/p/volatility/wiki/FullInstallation
http://code.google.com/p/volatility/wiki/FullInstallation

Example: python vol.py -h
e Use -f <filename> and -profile to indicate the
memory dump you are analyzing
Example: python
profile=WinXPSP3x86
¢ To know the -profile info use below command:
Example: python vol.py -f mem.dmp imageinfo

DEMO

In order to understand memory forensics and the
steps involved. Let’s look at a scenario, our analy-
sis and flow will be based on the below scenario.

vol.py -f mem.dmp -

DEMO SCENARIO
Your security device alerts on a malicious http con-
nection to ip address 208.91.197.54 from a source

7

ip 192.168.1.100 on 8" June 2012 at around
13:30hrs.you are asked to investigate and do
memory forensics on that machine 192.168.1.100

MEMORY ACQUISITION

To start with, acquire the memory image from
192.168.1.100, using memory acquisition tools.
For the sake of demo, the memory dump file is
named as “infected.dmp”.

ANALYSIS
Now that we have acquired “infected.dmp”, let’s
start our analysis

STEP 1: START WITH WHAT WE KNOW

We know from the security device alert that the host
was making an http connection to 208.91.197.54.
So let’s look at the network connections.

Volatility’s connections module, shows connec-
tion to the malicious ip made by pid 1748

STEP2: INFO ABOUT 208.91.197.54

| 208.91,197.54

298,91.197.54

Google seé}ch shov;/vsqfhis ip 208.91.197.54 to be
associated with malware, probably “SpyEye”, we
need to confirm that with further analysis.

STEP 3: WHO IS PID 1748?

Since the network connection to the ip
208.91.197.54 was made by pid 1748, we need
to determine which process is associated with pid
1748. “psscan” shows pid 1748 belongs to explor-
er.exe, also two processes created during same
time reported by security device (i.e. June 8" 2012)

www.eForensicsMag.com €

STEP 4: PROCESS HANDLES OF EXPLORER.

cted.dmp handles -p 1748 -t Process

Now that we know explorer.exe (which is an oper-
ating system process) was making connections to
the malicious ip, there is a possibility that explorer.
exe is infected. Let’s looks at the process handles
of explorer.exe. The below screenshot shows Ex-
plorer.exe opens a handle to the B6232F3A9F9.
exe, indicating explorer.exe might have created
that process, which might also be malicious...let’s
focus on explorer.exe for now

-
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STEP 5: APIHOOKS IN EXPLORER.EXE

apihooks module show, inline api hooks in explor-
er.exe and jump to an unknown location

STEP 6 - EXPLORING THE HOOKS

Disassembled hooked function (TranslateMes-
sage), shows a short jump and then a long jump to
malware location

STEP 8 - DUMPING THE EMBEDDED EXE

vaddump dumps the embedded exe from explorer
exe

STEP 9 - VIRUSTOTAL SUBMISSION

]

Submission to virustotal (an online multi anti-virus
scanning engine), confirms the dumped execut-
able as component of “SpyEye”

STEP 7 - EMBEDDED EXE IN EXPLORER.EXE

6bb60BBA, length=256)
4d 5a 9 00 0
b3 60 60 00 00 60 60
80 89
BB B0 B0 ©
00 90
00 00 00 0

B

68

60 60 66 06 66 60 60 O
50 45 00 4c

60 60 00 06 b 060 O

Printing the bytes at the hooked Iocatlon show the
presence of embedded executable in explorer.exe

STEP 10 - CAN WE GET MORE INFO?

gtum'ec«.wn close

% Connection:

E Cteonnt-Lesgth:
Content.Lengthr

§ Content-Encoding:

= Content-Encodimg: deflate
' Centent-Encoding: gzip
Transter-Encoding:
chunked
Content-Length: %

f98u
It

C:AWINDOWS\system32\WININET.d11
C:\Recycle.Bin\AT705B3960358085
C:AWINDOWS \system32\ntdll.dll
C:AWINDOWS \system32\ntdll.dll

[ Fdesystem Browser
o

HTTRS ! C:\WINDOWS\system3Z\USER32. d11

User- ngnt

C:\WINDOWShsystem3Z\ntdll.dll
C:\WIKDOWS'system32\CRYPT32.dl1l
!: \Rec]ﬂ:le_Bin\BEZ!ZF!ﬁ!F!.er ]
C:'\Recycle.B1ni

v B6232F3A9F9. exe

L A705B3968353085

cookies-noator.xml SlFSqlLF.ele

Serticmitare. s €:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\

Strings extracted from the dumped executable,
show reference to interesting artifacts (executable
and the registry key), it also shows the path to the
suspicious executable B6232F3A9F9.exe.

«
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STEP 11 - PRINTING THE REGISTRY KEY

Printing the registry key determined from the above
step (step 10) shows that, malware creates regis-
try key to survive the reboot

STEP 12 - FINDING THE MALICIOUS EXE ON
INFECTED MACHINE

ErTr [=
==y ATUSH SIS
* ] Documents and Settngs JB&JZ—:}‘\‘}‘J =
* _| mawmae_smalus
+ (0] Program Fies
+ I PythoniS
v 3 Python?7
3 Recycle.Bin
+ ] RECYCLER

* ] woltvwaes

Now that we know the path to the suspicious exact-
able, let’s find it on the infected machine. Finding
malicious sample from infected host and virustotal
submission confirms SpyEye infection.

CONCLUSION

Memory forensics is a powerful technique and with
a tool like Volatility it is possible to find and ex-
tract the forensic artifacts from the memory which
helps in incident response, malware analysis and
reverse engineering.

Author bio

Monnappa K A is based out of Bangalore,
India. He has an experience of 7 years in
the security domain. He works with Cisco
Systems as Information Security Investi-
' _". gator. He is also the member of a secu-
: rity research community SecurityXplod-
ed (SX). Besides his job routine he does
reasearch on malware analysis and reverse engineering, he
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tube.com/user/hackycracky22.
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COLD BOOT MEMORY
FORENSICS JUST GOT
EASIER

by Alexander Sverdlov

Cyber forensics professionals have long been familiar with
memory forensics and its benefits — extracting encryption keys
for Full Disk Encryption software, extracting data which was

in the memory but not stored on disk after a fast shutdown —
passwords, URLs, documents, photos, process names — however,
the Cold Boot Memory dumping tools were either too difficult to
work with or way too expensive for experimenting.

What you will learn:

» why memory forensics is impor-
tant and how it can aid in ob-
taining evidnce on an otherwise
locked down and encrypted ma-
chine.

* how to use the tools mentioned
in the article.

» the various caveats when deal-
ing with memory forensics

What you should know:

« Basic digital forensics back-
ground is desirable as the arti-
cle does not discuss forensics in
general, rather going directly to
the technical issues.

ne way to extract the encryp-
O tion keys of an encrypted drive

is to use a memory dump tool
such as Dumplt (http://www.moon-
sols.com/2011/07/18/moonsols-
dumpit-goes-mainstream/) while the
machine is still running — which is the
optimal variant, if you have access to
the OS while it is still running and the
desktop has not been locked with an
unknown password.

There are tools to bypass the lock
screen and tools to dump memory
via FireWire — but this article will not
get into them as they are far from the
topic of Cold Boot memory dumping.

In order to obtain an image of the
RAM contents after the comput-
er has been shut down or rebooted
(for example, by a criminal who has
encrypted their drive and shuts the
computer down once they know the
police is at the door) — you need to

® e

boot the computer with a live CD or
a USB drive, which would then allow
you to ‘dump’ the memory image on
a drive for later analysis.

The two options which were freely
available were for Linux (msramdmp)
and BSD (bios_memimage) — with
the latter needing specialized build
environment just to compile.

This all has changed since NoPas-
ara developed and offered for free to
the forensics community 2 small pro-
grams — both of them deal with the is-
sue of performing a Cold Boot Mem-
ory Dump — and then extracting it to
a file for later analysis.

WHAT IS A COLD BOOT
MOMORY DUMP?

Itis the process of extracting the con-
tents of memory after a reboot. Some
of you might already be aware, that
information is not wiped out of RAM


http://www.moonsols.com/2011/07/18/moonsols-dumpit-goes-mainstream/
http://www.moonsols.com/2011/07/18/moonsols-dumpit-goes-mainstream/
http://www.moonsols.com/2011/07/18/moonsols-dumpit-goes-mainstream/

on reboot or shutdown — it is slowly decaying (es-
pecially iffwhen cooled down with liquid nitrogen)
— which is useful, if the suspect computer drive is
fully encrypted and you have no other means of
extracting evidence but to hope for information be-
ing left in RAM.

Princeton University published an academic re-
search on this topic in 2008 — since then, mostly
due to the technical requirements to test their re-
search, little to no further work has been done with
the exception of the tool called msramdmp — which
is, again, command-line based and can only be
used by advanced Linux users.

According to the research published by Princeton
University, data is retained in RAM chips for sec-
onds to minutes after a reboot — even if the chips
are physically removed from the motherboard.

The challenge here is quickly extracting the data
from the chips — which is impossible with msram-
dmp as it’s incredibly slow and this tool can only be
used as a proof-of-concept.

SOME CAVEATS

You must remember that information in RAM de-
cays at a relatively rapid pace — especially with
DDRa3. Also, if you are working at a server — ECC
ram cannot store information after a reboot, as all
information is wiped on boot.

If the computer you are working with is a lap-
top, you will have a greater success in extracting
some information from RAM after a reboot due to
the power provided by its battery — whereas desk-
top computers need really rapid intervention in the
form of liquid nitrogen memory cool-down in or-
der to preserve the information stored in ram long
enough for you to have time to extract it.

The data will continue decaying even after you
power on the machine again, boot from a special-
ized USB drive and start dumping the memory to
the USB drive — you can help the process by cool-
ing down the chips using liquid nitrogen, for ex-
ample — and continue cooling them down until the

&
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process is finished. For 2GB or RAM it takes hours
with msramdmp and about 30 minutes with the
Princeton University bootable version.

You must remember, that if you decide to test
the original tools developed by Princeton, you will
most likely need a BSD system (the code does
not compile well in Linux) — and even then it re-
quires a decent amount of time to get the code to
compile.

By struggling many hours with it, we decided to
build our own tool using the code by Princeton and
release it free to the public — after all, the code we
used was freely available as well.

USING RAM EXTRACTOR

NoPasara has developed 2 versions of their RAM
Extractor program (both are completely free with
no obligations) — both aim at doing the same thing,
just one of them — the msramdmp version — is more
of a proof-of-concept and should only be used for
testing, as its speed is extremely slow (due to the
original slow code of msramdmp — http://www.mc-
grewsecurity.com/tools/msramdmp/)

The second version, the one which is based on
the open source code released by Princeton Uni-
versity, is much faster and much more efficient, al-
lowing for more data being captured before it de-
cays completely (Figure 1).

You can download it from http.//nopasara.com/
products/ram-extractor-princeton-version/ — once
you extract the zip file, you will end up with 1 ex-
ecutable file, named PrincetonExtractor-x86.exe.

Right-click on that file, choose Properties, then
click on Unblock.

Accessed: Thursday, June 7, 2012, 5:14:40 FM
Aitributes: [|Readonly [ ] Hidden Advanced...
Security: This file came from anather

computer and might be blocked to Unblock [}S,

help protect this computer.

Figure 1. How to install the application

) User Account Control

—

U Do you want to allow the following program from an
* unknown publisher to make changes to this computer?

PrincetonExtractor-x86.exe
Unknown
Hard drive on this computer

Program name:
Publisher:
File origin:

() show details Ss

Change when t&fotiﬁcations appear

Figure 2. Next step

®


http://www.mcgrewsecurity.com/tools/msramdmp/
http://www.mcgrewsecurity.com/tools/msramdmp/
http://nopasara.com/products/ram-extractor-princeton-version/
http://nopasara.com/products/ram-extractor-princeton-version/
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Click OK.

Insert a USB drive large enough to hold the en-
tire RAM size (4GB or larger, up to 16GB on newer
laptops) + a few extra Megs just in case (Figure 2).

Run the program — it will ask you for adminis-
trative rights (in order to be able to create parti-
tions on the USB drive and convert it to a bootable
drive): Figure 3.

Give the program permissions by clicking Yes
and you will be greeted by the simple user inter-
face.

To prepare your USB drive for use, click “Sanitize
& Arm USB”. Be patient, the RAM Extractor now
wipes your USB drive completely to prevent any
data leftovers — it may take hours, depending on
your drive size.

Once done, you are ready to boot your computer
from the USB drive — please be patient as dump-
ing a few gigabytes of data can take a while, espe-
cially with USB 2.0 speeds (Figure 4).

When completed, feel free to shut down the sus-
pect / target computer — no modifications have
been made to the hard drive so it is technically fo-
rensically intact.

1 RAM Extractor - Princeton Version

"s" No Pasara

They shall not pass!
2
=]

o
Pk
Save RAM dump to file

Sanitize & Arm USB

USE Drive; | TDKMedia Trans-it Drive (PE1 ;"ﬂuB}-il W

Figure 3. Running the program

8 RAM Extractor - Princeton Version

""" No Pasara

They shall not pass!

R

Sa\kﬂﬂb!dumtuﬁe

USE Drives TD

Sanitize & Amm USE

dia Trans-t Drive (PH1 / (xB) - 25821 +

Figure 4. Booting from usb drive
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Remove the USB drive and plug it in into your
computer again — run the Princeton RAM Extractor
and choose “Save RAM dump to file”:

You can then use your favorite forensics tool-
kit (FTK, EnCase, OSForensics or just Foremost
/ strings in Linux) to extract useful data from the
RAM image.

Please remember, that you must cool down the
RAM chips immediately after shutdown / restart
and if possible act swiftly — as data in DDRS3 chips
decays with a really fast pace, even if powered on
by a battery in a laptop. This is especially true for
desktops where there is no battery to support the
RAM after shutdown.

NOTE

You will not be able to use that USB drive in Win-
dows anymore! It will only be useful for dumping
RAM memory to file, unless you use your favor-
ite partitioning software (I prefer GParted — http.//
gparted.sourceforge.net/download.php ) to create
new partitions on the USB drive.

Author bio

Alexander Sverdlov is the founder of No-
Pasara — an information security services
& training startup. He has worked for large
companies such as Hewlett-Packard and
Axway, to name a few. Has no academ-
ic background but possesses extensive
knowledge in INFOSEC and is often con-
tacted for projects related to digital forensics and incident re-
sponse from clients across the globe.
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MALWARE FORENSICS
& ZEUS

by Mikel Gastesi, Jozef Zsolnai & Nahim Fazal

During the course of this article you will learn all
about the banking Trojan that goes by the name of
Citadel. It is important to point out that the sample
we are using in this article is an older version of the
malware; the current version isV1.3.5.1 we will
provide you with high level overview for this piece
of code from its inception to its latest incarnation.

What you will learn:

v ——— ou will gain an insight into the BACKROUND TO THE
nizz; aware anaysis fee background of the development MALWARE
of Citadel in order to understand  Citadel appeared early in 2012 and

* An understanding of the Zeus
Trojan and infection artifacts

* How some easily available tools
can be leveraged for malware
analysis

* Malware lab overview using a
VM environment

What you should know:

+ Basic understanding of the Win-
dows environment

* Familiarity with the Windows
command line

« Familiarity with hex editors

how the Trojan has developed in the
manner it has. We will then take you
through the process of examining fo-
rensically a sample of Citadel. Though
it is important to understand the prac-
tical steps one has to take to decode
and decrypt a piece of malware it is
also important to understand the why
and how of the malware works the way
it does. By the end of the article you
should have a very good understand-
ing generally about banking Trojans
and in particular about Citadel. The ob-
jective here is not to lead you through
a step by step guide on how we anal-
ysed a single piece of malware. What
we want to cover is the methodology
used and this approach can be used ir-
respective of the malware sample you

are working with.
® @

the immediate question that was
asked was, is this new malware fam-
ily or something that the cyber crime
community had seen before. Upon
examining the malware it quickly
became apparent that the malware
sample was very closely related to
banking Trojan called Zeus that had
been existence in one form or anoth-
er for a few years. It was a variant of
Zeus all be it with some new shinny
features.

It was advertised in various under-
ground forums laying claim to new
characteristics, but also admitting to
being a variation on Zeus. Below you
will see directly a snap shot of the
actual language used by the cyber
criminals to promote this malware
to the underground buying fraternity.



Competition is strong for banking Trojans and just
like the real world the marketing campaign pushes
hard to have the new product noticed.

“We're offering a great solution for creating and
updating your botnet. We’re not trying to re-invent
the wheel or come up with a revolutionary product.
We have simply perfected the good old Zeus, mak-
ing significant functionality improvements...”

The key objective of the malware in this instance
is to grab banking credentials from innocent us-
ers by injecting the malicious code into a legiti-
mate banking session. Once the banking creden-
tials have been captured the malware will then
attempt to take money from the users’ online ac-
count and transfer it before the user or the bank
have an opportunity to spot what has happened. It
is important to note that banks have developed a
number of counter measures to combat the threat
from banking Trojans. Below you can see what the
user is presented with once the malware runs and
injects into a session.

To give you an insight to how much develop-
ment work has gone into producing this code here
is what it costs to buy in the underground market,
$2400 for the builder and an administration panel,
plus a monthly fee of $125, and add on for addi-
tional services.

METHODOLOGY - THE ENVIRONMENT

The first step once you have your sample of Cita-
del is to build a controlled environment in which it
can be examined quickly and efficiently. The most
common approach currently to creating this con-
trolled environment is to use virtual software. You
can choose any flavour out there currently and a
quick Google search will provide you with a num-
ber of suitable candidates. | want to avoid men-
tioning a specific vendor in case it is viewed ei-
ther an explicit or implicit endorsement. Using a
virtual environment will allow you to emulate both
servers and workstations on a single machine.

Online Banking ] OUnline Banking =
Easy. Secure. Free. Easy. Secure. Free.
m “iew demo | Learn more m\'le\"'cemo Learn more
Enter Online ID: Enter Online ID:

[T Sawve this Unhine 10 Tour ATHM or Check Card
N Number:
Account in:
= L 1
- Your PIN:
where do I enter my Passcode?
m [~ Sawe this Online ID

Forgot or need help with your LU# Arvcvunl in:
Reset Passcode :'
Where do I enter my Passcode?

Fargot or need help with your ID?

Reset Passcode

Figure 1.
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Each virtual PC or server that you create runs as
if it was an independent machine and it is also
possible to run different OS on your different ma-
chines. So you could for example have a virtual
machine running Windows or Mac OS. Each vir-
tual machine has its own unique IP and hardware
resources.

What do you need in terms of hardware to run
a virtual environment? With the hardware specs
that are currently available today you could com-
fortably set up your virtual environment on a laptop
and that would suffice. Of course if you choose to
run this on a powerful desktop machine this would
leave at your disposal a greater range of process-
ing power and hooking your machines up to large
displays may be much more convenient then work-
ing on a cramped laptop machine. We would sug-
gest running virtual environments on your host ma-
chine that encompass both Windows 7 X86 X64
and also Windows XP. The host machine simply
refers to the machine on which your virtual ma-
chines are essentially running on.

It is important to note that once you have your
virtual machines up and running you will have at
your disposal a virtual network too. Your virtualisa-
tion software will allow you to connect your virtual
installations together thereby giving you a virtual
network. All traffic generated by your machines
will stay within your virtual network allowing for a
few assumptions which | will cover later. What |
would strongly recommend is that you take prac-
tical steps to ensure that your controlled environ-
ment is isolated from your physical network to en-
sure that if you do make any mistakes or overlook
something you are not running the risk of infecting
your production network. You can if you chose to
run a DHCP service which will manage IP address
allocation.

The biggest advantage that a virtual environ-
ment offers is the ability to infect and trash each
virtual installation. All you have to make sure is
that you make a back up of the files which “con-
tain” each virtual machines configuration files.
This will also allow you test machines with slight
variations in configuration to gain a better under-
standing of how the malware functions. For ex-
ample is the malware only able to infect a win-
dows machine running a certain patch level?
Does the malware have the ability to infect ma-
chines running different OS? It could be that the
malware will have a run only once on a machine
feature, built it into it meaning that you will have to
trash your virtual machine and infect yourself on
new VM if you want to capture the install process.
Lastly an important point to draw to your atten-
tion is that some of the latest variants of banking
Trojans are now actively looking to see if they are
being run in a virtual environment. If they detect
that they are they will not execute.

-
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WHAT TO LOOK OUT FOR

Once your virtual environment is up and running
what you need to focus on once the malware is
running is what key changes it is making to your
system. There will be files created, deleted, reg-
istry keys modified and network traffic generated.
These footprints that most samples malware leave
behind give you a good starting point to begin your
forensic examination of what the malware is do-
ing. There are a range of free tools that will en-
able you to understand what is happening on the
infected system. One of the most useful software
suites is Sysinternals. We are not going to cover
in exhaustive detail what is contained within the
software bundle but we will highlight some really
useful tools. In particular, you would want to make
use of Autoruns and Filemon. There is also a use-
ful tool that an experienced investigator can use
to examine the presence of rookits on an infected
machine. What you will need to do before you at-
tempt to capture what changes are being made to
your system is to make sure you have based lined
your system before you introduced the malware in-
to your environment.

In order to capture network traffic generated by
your malware you can use something like Snort
or WireShark. This will allow you to capture and
browse network traffic as it is being generated. Fig-
ure 2 shows the out from Snort.

It is worth while noting that although some VM
software may have built-in tools to capture network
traffic it may not be sufficient for the purposes of
malware forensics. We feel that you really need a
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tool that is much more agile and capable of produc-
ing more targeted results and hence it is much bet-
ter to opt for something more specialised such as
WireShark or Snort. The next step will be to focus
on gaining an understanding of how the malware
actually works. What the previous steps allow you
to do is to capture the footprints that the malware
is going to leave behind on the infected machine.
This evidence is useful in two ways. Firstly it al-
lows you to understand how the malware behaves
once it is running and secondly it will provide you
an insight into what the core functions are of the
malware. But we are going to need to delve deeper
into the malware itself to understand what its key
functions are in other words what is the purpose
of the malware. In order to reverse engineer the
executable associated with your malware you will
need two key tools and these are a debugger and
a disassembler. The process of debugging and
disassembling the software will tell you what is it
the malware looking to do. In this instance this pro-
cess will tell us what files are being injected who or
what is the target of the attack. How is the attack
being played out? This is all vital evidence that can
be used to produce a high level report to report on
key questions. The first and the most fundamental
question to be answered is what is the malware
attempting to do. In this instance it is looking to in-
ject into the users banking session and attempt to
take money from the victims account. The second
question is how it is attempting to do this.

To complete our analysis it is worth mentioning
two additional tools that can be used when you
are carrying out your investigation. In most ver-
sions of UNIX you will find something call a string
programme. This can be useful to use in some in-
stances because it has the ability to allow you to
extract strings from executables and finally good
old Perl as it can be used to automate some of
the more common tasks associated with malware
analysis.
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Figure 3. Outpdt from WifeShark
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Figure 4. Builder for version 1.1.0.0 (Source: cyb3rsleuth.
blogspot.com)
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INFECTION AND STARTUP

In this section we will analyse the Trojan’s infection
and start-up processes, to review its functional be-
haviour and at the same time compare it to already
known versions of Zeus. Below you can see a Fig-
ure 4 of the builder, which is exactly the same as
that of Zeus, but slightly customised with the name
of Citadel.

The dropper weighs in at 175 Kb, similar in size
to versions of Zeus (understandably so, bearing in
mind its origin). The file comes packaged in a cus-
tomised packer with nhumerous sections (10 sec-
tions plus the final data), amongst which, one can
observe how the compression algorithms have
been applied.

Curiously, they attempt to deceive the user by
using the file properties by using the name of the
Polish antivirus Arcavir, from the company Arcabit
(Figure 6).

Once the file executes, the installation is simi-
lar to a Zeus installation, with a few changes. The
file is created with a pseudo-random name, inside
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Figure 5. Histogram of bytes

General “ersion ] Eumpatibilidad] Sequridad Hesumenl

Werzidn del

archiva: ez
Dezcrpoian;  Registry Monitor
Copyright: Copyright [C] 2004-210 ArcaBit

&g informacidn de la version

Mombre del elemento: alor:
|dioma Arcayir
Mombre del producta J
Mombre interno
Organizacion

Wersidn del archivo
Wersion del producto

Figure 6. File properties
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a folder with another pseudo-random name. The
folder is stored in %appdata%, and the survival
path inserted in the usual registry. The registry en-
try and the file are perfectly visible to the user, as
no concealment techniques are used (Figure 7).

The use of these paths means the Trojan runs
with limited user accounts, without even showing
UAC warnings. The Trojan only accesses resourc-
es to which it has permission, not like the early ver-
sions of Zeus that needed administrator permis-
sions.

The file that runs each time the machine starts
up is different from the original, since it incorpo-
rates some encrypted bytes at the end, that store
information about the machine. The most impor-
tant information held is:

* Machine Name (Green)

* Unique machine identifier (Black)

« 16 byte key to decrypt the configuration
through AES (Red)

* Relative paths to the files and the registry en-
tries (Final names; Figure 8)

The bytes marked in black are the identifier of the
infected machine, and are used to check that the
machine that runs the malware is the same ma-
chine infected by the dropper. These same values
are created in each Trojan run and compared to
those stored in the file, so that if they do not agree
it signifies a different runtime environment and will
terminate the binary. It is also worth pointing out
that the key stored in this chunk is not the same
as the one used to decrypt the configuration file
(downloaded from the Web). The configuration is
stored once encrypted with a new key.

During start up, a peculiar characteristic of Zeus
versions 2 is to search a certain part of the source
code using a decryption of 4 bytes with RC4 to find
the string “DAVE”, something Citadel continues to
do (Figure 9).

Once all the checks have taken place, the Tro-
jan injects code into the explorer.exe process, and
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Figure 7. Registry entry for system restart survival
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Figure 8. Final chunk
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Flgure 9, Search for “DAVE”
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-



Z

from here continues to run and tries to download
the configuration file. As can be seen, the request
also sends some data. This data corresponds with
the anti-tracker authentication advertised by the
creators of Citadel (Figure 10).

Despite the configuration file being encrypted in
AES, as shown in the sample, the request is made
with a POST command with the data RC4 and
XOR encrypted. The data is sent in this way: Fig-
ure 11.

Once the configuration has been downloaded,
it is decrypted using AES (one of the biggest en-
hancements of this trojan) and stored in the regis-
try but with a different key (mentioned earlier and
stored in the last part of the binary).

The chosen path for this information is the
same as ZeuS uses, that is, HKEY CURRENT USER\
Software\Microsoft. Here, a pseudo random key
name that contains values within the binary data is
created, as can be seen in the following Figure 12.

Turning back to the injections, Citadel does not
attempt to inject code in all processes, but has a
list of certain processes that it tries to avoid. These
just happen to be processes belonging to the anti-
virus companies (Figure 13).

Within the section on injections and dangers, this
version hooks into functions used by the Google
Chrome browser some of which can be seen with
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the usual hook detectors, while others cannot as
they are not exported functions. These functions
are: Figure 14.

We will now present two images showing a nor-
mal Connect function and also a hook set in the
form of a jump instruction (JMP).

The redirection of blocked domains (generally
used to avoid antivirus software updates) is not
done in the system’s hosts file, but in the same
way as a redirection from a phishing page. In the
latest analysed samples, the traffic has been seen
to be redirected from all these pages to a Google
IP, specifically 209.85.229.104 (Figure 17).

Another interesting function is the execution of
certain instructions straight after infection has tak-
en place. In the samples we analysed, this func-
tionality is always used to examine the configura-

oFfF_u037as dd offset aMicrosoft ; DATA X

WIAZ 09+ NE |1

“Microsoft™

dd offset aMicrosoft_0 "Microsoft™

dd offset aEset ; “ESET"
dd offset aEset_ B ; "ESET"
dd offset afvg ; "Auc"
dd offset afivg_D ; "huct
dd offset afvg_1 ; "huc*

dd offset afntivir

dd offset afvast

dd offset aKaspersky
dd offset aKaspersky_0
ud vffsel aborlon

dd offset aSymantec_2
dd offset asymantec_1
dad ofFset asymantec_o
dad offset aSymantec

dd offset alcafee

Figure 13. List of monitored antivirus

"fatilir"
"avastt"
spersky™
“Kaspersky™
“Hor Lon™
“iymantec”
“Symanter
“Symantec
“synantec”
"HcAFee"
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S5LClientSocketNSS: : Connect

S8LClientSocketNS8: :Disconnect

S5LClientSocketNSS: : Read

S8LClientSocketNSS8: :Write

TCPClientSocketWin: : Connect

& TCPClientSocketWin: :Disconnect
TCPClientSocketWin: : Read

8 TCPClientSocketWin: :Write
Figure 14. Hooks into the chrome.dll
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chrome_lc30000 wet | SSLCLrentSockel NS5, Connect [d. sDbhbuyldsslaveschrome-olbicial>buy

02440237 56 push b

024d0c2E Slec o ebp, ssp

024dicda 51 push =1

024d0c3b 3365ic00 amnd dword ptr [ebp-4].0
024d0c3L 53 push wbix

N24d0cdD 56 push msi

024d0cdl 57 push adi

0D24d0cd? 8LLY mow edy, ecx

N24d0cdd Ahe? now max mdi

024d0cdé =899310000 call chrome_1c30000!net : : SSLClientSocketHSS : EnsureThread
024d0c4b UIE5EC00 and dwerd ptr [abp-d].0

Figure 15. Normal code
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024d0c3c

n24d0c3a 005156 add byte ptr [ehx+Seh]. dl

024d0c4l 57 push edi

024d0c42 8bI9 mow edi, ecn

024d0c44 Bbe? wow eax, adl
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Figure 16. “Hooked” code
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Figure 17. Some of the redirected domains
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tion of the domain’s network and computers, using
the commands “ipconfig /all” and “net view”, re-
spectively.

Video recording is another interesting option, as
it means the results of the injections on real victims
can be monitored. These are recorded in mkv for-
mat, using the following file naming convention at
storage time:
videos\%S %02u_%02u_%02u_(%02u-%02u) .mkv
As this is a new variant, the numbering has started
at version 1 and, so far, we have seen versions
1.1.0.0,1.1.3.0, 1.1.5.1, 1.2.0.0 and 1.2.4.0.

The trojan can receive commands and here we
list the commands accepted by the latest version
of Citadel. Many have self-explanatory names and
correspond to those usually found in ZeuS sam-
ples:

os_shutdown
0s_reboot

url_open
bot_uninstall
bot_update
dns_filter_add
dns_filter_remove

bot bc_add

bot _bc_remove
bot_httpinject_disable
bot_httpinject_enable
fs_path_get
fs_search_add
fs_search_remove
user_destroy
user_logoff

Cita deh}f ‘ CP :: Summg

Information

Information:

Currant uger: temp
GMT date: 27.12.2011
GMT time: 19:32:48

Total reports in database:
Time of first activity:

Statistics: Total bots:
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fros Minimal version of bot:

Bolnel: Maximal version of bot:
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Actions: Reset "New bots™
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system:
Information
Options
&4 User
M Users

Logout
Figure 18. Citadel control panel (Source: Krebs On Security)
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user_execute
user_cookies_get
user_cookies _remove
user_certs_get
user_certs_remove
user_url_block
user_url_unblock
user_homepage_set
user_ftpclients_get
user_emailclients_get
user_flashplayer_get
user_flashplayer_remove

Looking at this list of commands (above) we can
see that this new family can steal credentials from
installed applications. This and other less impor-
tant Zeus functions can be found in Citadel. As an
example, FTP credentials are stolen from different
installed FTP clients, among which you can find
Flashfxp, Total commander, Filezilla, Wsftp and
SmartFTP.

CONTROL PANEL AND MANAGEMENT OF
THE BOTNET

In addition to technical enhancements, there are
improvements in the control panel, the manage-
ment of the botnet and the “service” offering. This
product is not marketed in the usual way of selling
the product and having no further relationship with
the customer. The control panel interface shows a
more careful look, but with few improvements (Fig-
ure 18).

The most interesting thing about this malware is
its social aspect, as it offers the possibility to re-
quest fault correction and even request new func-
tionality. Citadel's development is tailored to the

. Citadel X Store %

Figure 19. Support and functional request forum (Source:
Krebs On Security)
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2012 Internet Explorer Firefox Chrome Safari Opera
January 20,1 % 37.1 % 35.3 % 4.3 % 2.4 %
2011 Internet Explorer Firefox Chrome Safari Opera
December 20.2 % 37.7 % 34.6 % 4.2 % 2.5 %
Movember 21.2 % 38.1 % 33.4 %% 4.2 % 2.4 9%

Figure 20. Browser usage (Source: w3schools.com)

demands of the user community, something that
will undoubtedly help it win converts from other
malware families which offer a product with closed
features and no support beyond the user manual
(Figure 19).

CONCLUSION

During the course of our analysis, what has be-
come abundantly clear is that this is a very inter-
esting malware family, not only from a technical
point of view, but also in that the group behind this
new family, have known what steps to take to offer
added extras. These extras are not offered by the
best-known banking Trojan families, mainly Zeus
etc.

Starting from the source code, one can cata-
logue Citadel, along with Ice-IX, as the most seri-
ous attempt to profit from last year’s code filtering.
Amongst the new features a highlight is the tar-
geting of Google Chrome, something that surely
the vast majority of builder buyers were awaiting
anxiously. The reason is clear; Chrome is nowa-
days the second most widely used browser, be-
yond even Internet Explorer, as shown in the fol-
lowing Figure 20.

The use of AES encryption also deserves our at-
tention. We cannot assume that this sample is re-
lated to Zeus samples, seen last September, with
AES encryption. It may just be functionality imple-
mented at the users’ request. In the short term,
Citadel’'s use will probably grow at a faster pace
than its peers, with the added benefit of growing
towards the users’ needs and the user’s, after all,
are the best judges of their own requirements.

It is important to note that the process does not
just stop there. Here at Lookwise what we do is to
feed all of this forensic information into our SIEM
tool called Lookwise. This process produces what
we term Cyber intelligence that can be used to pro-
tect the critical assets of a network. Undertaking
the forensic analysis will provide you with a rich
seam of information which if used with the correct
tool will provide you with much more than over view
of how a piece of malware is attacking or steal-
ing information. If used with an intelligent SIEM
tool like Lookwise it can help you identify strains
of malware even before they have breached your
network.

«

We hope that by understanding the approach
we took to creating the right environment with the
right tools you now have a better understanding of
how to go about tackling the problem of reversing
a piece of malware.

Nahim LLb Hons
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Across global markets the threat of e-Crime is hindering the
ability of organisations to dynamically exploit new opportuni-
ties. While it was once a tactical and operational issue solely
dealt with by IT departments, today e-Crime is a management
imperative that can make or break your company’s relation-
ships, reputation and results.

Over the course of his professional career, Nahim has have
developed an expertise in the field of Cyber Threat Manage-
ment. Nahim has defined major security strategies in order
to help protect critical information assets (he has delivered
and managed extensive projects for global banking entities)
for major multinational organisations and provided bespoke
workshops to the public sector.

Nahim has an extensive range of knowledge on areas includ-
ing e-Crime consultancy fraud defensive strategies, research
into latest e-Crime trends, bespoke training and development,
disaster recovery planning and auditing and countermeasure
consultancy. In the 21st century protecting your on-line pres-
ence is not just about processes and tools, it’'s about your
company'’s ability to respond to customer needs, generate fi-
nancial results, pursue new markets, and comply with legisla-
tion and regulation. Nahim’s expertise can help an organisa-
tion overcome its most challenging hurdles, and realise new
business opportunities. Nahim is currently employed in Bar-
celona by Lookwise Solutions — a leading provider of SIEM
technology and Cyber Threat Management services. His role
is to develop new services for combating cyber threats and to
develop the company’s presence throughout Europe, Middle
East and Africa.
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SECURITY & ONLINE
IDENTITY PROTOCOLS:
ATESTER'S VIEW

by Cordny Nederkoorn

Consider the following example: Alice (resource owner) can
grant a printing service, PrintMe (client) access to her protected
photos stored at a photo sharing service, OnlinePhoto (resource
server), without sharing her username and password with the
printing service PrintMe. Instead, she authenticates directly
with a server trusted by the photo sharing service, AuthServer
(authorization server), which issues the printing service PrintMe

delegationspecific credentials (access token).

What you will learn:

« possible threats associated with
the use of online identity proto-
cols

* What are double redirection pro-
tocols?

« examples of double redirection
protocols

* Introduction of OAuth

» susceptibilities OAuth to mali-
cious attacks

« countermeasures OAuth to mali-
cious attacks

What you should know:

Basic understanding

« online identity and data sharing
« internet protocol

« online malicious attacks

his process can be achieved
I by using a double-redirection
protocol.

A double-redirection protocol is a
security protocol where an applica-
tion redirects the user’s browser to a
third-party that interacts with the us-
er before redirecting the user back to
the application. The third-party iden-
tifies the application to the user, au-
thenticates the user, and asks for
permission to identify the user to the
application and grant the application
access to resources and services on
behalf of the user.

Double-redirection takes place for
user and third-party; If Alice is shar-
ing with PrintMe, she has a double-
redirect, to AuthServer and then
back to OnlinePhoto, when introduc-
ing OnlinePhoto to AuthServer.

Third-party PrintMe has also a dou-
ble-redirect to AuthServer and then
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back to OnlinePhoto for obtaining Al-
ice’s photos there.

Typical double redirection-exam-
ples are OpenlD and OAuth. For this
article OAuth will be discussed fur-
ther.

OAuth is an emerging authorization
standard being adopted by a grow-
ing number of sites like Twitter, Face-
book, Google etc.

It is an open-web specification for
organizations to access protected
resources on each other’s web sites.
This is achieved, as we already saw,
by allowing users to grant a third-
party application access to their
protected content without having to
provide that application with their
credentials.

Unlike OpenID, which is a feder-
ated authentication protocol, OAuth
(Open Authorization), is intended for
delegated authorization only and it



does not attempt to address user authentication
concerns.

The OAuth-protocol has 2 versions: 1.0 and 2.0.
The textbox ‘differences OAuth1.0 & 2.0 will dis-
cuss the main differences.

OAuth has 2 distinct versions. The OAuth 1.0
protocol ([RFC5849]),was the result of a small ad-
hoc community effort. OAuth 2.0 was designed to
simplify the protocol. The OAuth 2.0 protocol is not
backward compatible with OAuth 1.0. It's very dis-
tinctive. The two versions may co-exist on the net-
work and implementations may choose to support
both (Table 1).

Initiatives have been taken to expand the func-
tionality of OAuth2.0.

An example of this expansion initiative (aka
OAuth2.0 profile) is User Managed Access (UMA).

UMA defines how Alice as a resource owner can
control access to her protected resource (pho-
tos) made by clients operated by requesting par-
ties (like PrintMe), where the resources reside on
a resource server, and where a centralized autho-
rization server governs access based on resource
owner policy.

UMA seems a lot like OAuth, but has some dis-
tinct features like that no redirect is necessary be-
tween Alice and PrintMe (both don’t have to be
online simultaneously). Next to this there is the ad-
dition of a distinct centralized authorization Server/
Manager (which governs the resource owners ac-
cess policy).

Finally, due to its extended functionality UMA in-
troduces new terms to the OAuth terminology. For
instance it is now designing a OAuth 2.0 Resource
Set Registration draft where Alice as a Resource
Owner can register its protected resources to the
Authorization Server.

For now we will focus on the specifications of
OAuth 2.0.

OAuth was mainly developed to cope with the cli-
ent server password-problem.

Going back to the example, before OAuth Alice
had to share her credentials with PrintMe, resulting
in PrintMe knowing Alice’s password and this way
PrintMe has unlimited access to Alice’s complete
resources at OnlinePhoto.

OAuth deals with this problem by introducing an
authorization layer and separating the role of the

Tabla 1. Differences OAuth 1.0 and OAuth 2.0
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client from that of the resource owner. In OAuth,
the client PrintMe requests access to resources
(photos) controlled by the resource owner Alice
and hosted by the resource server OnlinePhoto,
and is issued a different set of credentials than
those of the resource owner Alice. Instead of using
Alices credentials to access her photos, the client
PrintMe obtains an access token. Access tokens
are issued to third-party clients by an authoriza-
tion server with the approval of the resource own-
er. The client uses the access token to access the
protected resources hosted by the resource serv-
er.

Access tokens can be in different forms: bearer
tokens and proof tokens.

For clarity, these tokens will in this article be dis-
cussed as 1 token, although there are differences
and bearer tokens must always be protected using
transportlayer mechanisms such as SSL.

The key roles in OAuth2.0 are the resource own-
er, the client, the resource server and the authori-
sation server as is illustrated in the Figure 1.

Resource
Server
Resource Client -
Owner Application
v

P;}é} T
o i -

Authorization
Server

Figure 1. Key roles in OAuth2.0

The OAuth 2.0 roles (http://tutorials.jenkov.com/
oauth2/roles.html).

Tesource owner : An entity capable of granting
access to a protected resource. When the resource
owner is a person, it is referred to as an enduser.

Resource server: The server hosting the protect-
ed resources, capable of accepting and respond-
ing to protected resource requests using access
tokens.

OAuth 1.0 OAuth 2.0

Use of signature matching with every API call between Replaced signature for SSL,necessary for token
client and server generation; but SSL still has to be added by the OAuth
roles to the OAuth2.0 implementation

No clear distinction of resource and authorization server  Specification clearly distinguishes implementation by

resource server and authorization server

Not stable IETF draft (intended for Internet Standards
Track Specification

IETF Information document RFC 5849(not a Internet
Standards Track Specification or Draft)
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Client: An application making protected re-
source requests on behalf of the resource
owner and with its authorization. The term cli-
ent does not imply any particular implementa-
tion characteristics (e.g. whether the applica-
tion executes on a server, a desktop, or other
devices).

Authorization server: The server issuing access
tokens to the client after successfully authenticat-
ing the resource owner and obtaining authorization.

The following diagram shows the abstract proto-
col flow with a description of the flowsteps.

+ + +
| |--(A)- Authorization Request ->| Resource |

| | | Owner Alice |

| |<-(B)-- Authorization Grant ---| |

| | S +

| |

| | S +

| |--(C)-- Authorization Grant -->| Authorization |

| Client PrintMe AuthServer| Server |

| |<-(D)----- access token ------- ||

| | S +

| |

| | S +

| |--(E)----- access token ------ >| Resource |

| | | Server OnlinePhoto|

| |<-(F)--- Protected Resource Alices Photos---| |
+

++ +

Figure 2. Abstract Protocol Flow

(A) The client PrintMe requests authorization
from the resource owner Alice. The authori-
zation request can be made directly to the re-
source owner Alice(as shown), or preferably
indirectly via the authorization server as an in-
termediary.

(B) The client PrintMe receives an authorization
grant, which is a credential representing the re-
source owner’s authorization, expressed us-
ing one of four grant types defined in OAuth
2.0 or using an extension grant type. The au-
thorization grant type depends on the method
used by the client PrintMe to request authori-
zation and the types supported by the authori-
zation server.

(C) The client PrintMe requests an access token
by authenticating with the authorization server
and presenting the authorization grant.

(D) The authorization server authenticates the cli-
ent PrintMe and validates the authorization
grant, and if valid issues an access token.

(E) The client PrintMe requests the protected re-
source (Alice’s photo) from the resource serv-
er and authenticates by presenting the access
token.

(F) The resource server validates the access to-
ken, and if valid, serves the request

«
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The OAuth 2.0 abstract flow shows six subflows
involving the four OAuth 2.0 roles.

Next to the OAuth 2.0 abstract flow, there are 3
other known flows as described in the OAuth 2.0
protocol, the implicit grant flow, the resource owner
password credentials flow and the client creden-
tials flow . The implicit grant flow will be discussed
further on. The latter flows are not double redirec-
tion flows and are out of scope for this article.

Each OAuth 2.0 role has its distinct weaknesses
and examples of these will be addressed now.

The OAuth 2.0 threat model addresses also other
weak spots in the OAuth abstract flow, but for clari-
ty only two threats associated with each OAuth 2.0
role will be highlighted. Other threats can be found
in the OAuth 2.0 threat model. When possible, the
threats will be illustrated by using the OnlinePhoto-
example above.

THREATS OAUTH 2.0

Resource owner

THREAT: RESOURCE OWNER
IMPERSONATION

The client PrintMe requests access to the pro-
tected resources of Alice available on the re-
source server OnlinePhoto. The resource owner
Alice will respond to this access request by either
granting or denying the client PrintMe access to
Alice’s photos.

Tony, a malicious client, can tap in to this authori-
zation flow by transmitting the necessary requests
programatically without the resource owner’s con-
sent. This may result in Tony gaining access to the
protected resource.

The authorization server is most vulnerable when
non-interactive authentication mechanisms (eg.
certificates) are built in, allowing Tony to inject ma-
licious code during a session, without alarming the
resource server OnlinePhoto because it doesn’t
expect interaction from Alice as a user.

The authorization is also vulnerable when the
authorization flow is split across multiple pages.
This complexifies the code, enhancing the risks of
bugs and therefore more chance of vulnerabilities
to malicious code injections like malicious HTML
user agents in eg. HTTP request headers.

The main countermeasure is to enforce user-in-
teraction by asking the user Alice consent using
CAPTCHAs, One-Time Passwords (eg. Texting).

THREAT: OBTAIN USER PASSWORDS ON
TRANSPORT
The authorization server for OnlinePhoto has a
database containing username/password combi-
nations.

Tony, our malicious attacker, can gain access to
this database by launching an SQL injection at-
tack.

-



To prevent such an attack a authorization serv-
er database can protect itself by not accepting
input from the outside to be executed in its own
queries. Better to do a regular peer code review
than buy expensive SQL injection detection tools,
which also can produce false positive/negative
results.

Client

THREAT: OBTAIN CLIENT SECRETS

Tony, the malicious attacker, could try to access
the client's (PrintMe) obtained secrets from Al-
ice by replay its refresh tokens and authorization
codes, or obtain tokens on behalf of the attacked
client (PrintMe’s OnlinePhoto) with the privileges
of that client.

The attack could be achieved during an insecure
client installation (PrintMe’s OnlinePhoto) or if the
client as an application is an open source project,
exposing its source code in its public repository.

A countermeasure is Client secret revocation
where an authorization server may revoke a cli-
ent’s secret in order to prevent abuse of a revealed
secret. This countermeasure should then be incor-
porated during the implementation of the OAuth-
application.

When your project is open source, it is advised to
ask consent (through CAPTCHAs, texting etc.) to
a user to access the code.

THREAT: OPEN REDIRECTORS ON CLIENT
Here an important part of OAuth2.0-code plays a
role: the redirection URI.

A URI is part of the URL (part after hostname)
and is used as a path to guide the webserver’s
document root to the desired file or directory.

A redirect URI specifies exceptions to this and
tells the browser ‘to use this URL instead’.

During an authorization flow the redirection URI’s
value has to be presented and verified when ex-
changing tokens and authorization codes. But also
open redirectors can be used during an authoriza-
tion flow.

An open redirector is an endpoint using a pa-
rameter to automatically redirect a user-agent
to the location specified by the parameter value
without any validation. If the authorization serv-
er allows the client to register only part of the
redirection URI, an attacker can use an open
redirector operated by the client to construct a
redirection URI that will pass the authorization
server validation, but will send the authorization
code or access token to an attacker controlled
endpoint.

To minimize this risk it MUST be required for cli-
ents to register a full redirection URI as explained
in the OAuth 2.0 core protocol.

Redirection URI's also play an important role
during the Implicit Grant Flow.
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The implicit grant flow is a simplified authoriza-
tion code flow optimized for clients implemented
in a browser using a scripting language such as
JavaScript (Rich application).In the implicit flow, in-
stead of issuing the client an authorization code,
the client is issued an access token directly.

When issuing an access token during the implicit
grant flow, the authorization server does not au-
thenticate the client, but the identity could also be
verified via the redirection URI used to deliver the
access token to the client. This implies a threat,
because the access token may be exposed to, not
only the resource owner, but also to other appli-
cations with access to the resource owner’s user-
agent (the web-browser).

Such an application could be malicious and em-
bed this access token into a constructed redirec-
tion URI, which he could show the client, temp-
tingting it to follow the mimicked redirection URI,
leading to the attacker’s access token authorized
within the user’s client.

This kind of forgery is known as CSRF: Cross-
Site Request Forgery.

Countermeasures could be not to follow untrust-
ed sites or use the State parameter (as given by
the client in the client authorization request) for
linking the authorization request initiated by the cli-
ent with the redirection URI.

resource server
THREAT: REPLAY AUTHORIZED RESOURCE
SERVER REQUESTS

Tony, the malicious attacker, could attempt to re-
play valid requests in order to obtain/tamper user
data on the resource server.

Countermeasures are establishing unique identifi-
cation by resource server (signed requests, incorpo-
rating nouns and timestamps)and detect and refuse
every request not qualifying for a signed request.

Integrity can be ensured(minimize phishing) by
using transport layer mechanisms (TLS, SSL)

THREAT: TOKEN LEAKAGE VIA LOGFILES
AND HTTP REFERRERS
Access tokens can be sent via URI query param-
eters, which could lead to leakage to log files and
HTTP referrers, which could be accessed by mali-
cious attackers like Tony, enabling them to use the
access tokens to access the secret.
Countermeasures could be to replace URI request
parameters for POST parameters, setup a logging
configuration, but also use authenticated requests
and give token limits in scope and duration.

Authorization server

THREAT: OBTAINING REFRESH TOKEN FROM
AUTHORIZATION SERVER DATABASE

To explain this threat the refresh token should first
be introduced.

-
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A refresh token could be seen as a long-lasting
authorization of a client (PrintMe) to access re-
sources (Alice’s photos) on behalf of Alice. Re-
fresh tokens are only exchanged between PrintMe
and authorization server.

Clients use this kind of token to obtain (“refresh”)
new access tokens used for resource server invo-
cations.

A threat can occur when an attacker may ob-
tain refresh tokens from the authorization server’s
database by gaining access to the database or
launching a SQL injection attack.

OAuth 2.0 implementers can countermeasure
this by code reviewing for SQL injection detection
and bind the token to the client id, so the attacker
cannot obtain the required id and secret.

THREAT: OBTAIN REFRESH TOKEN PHISHING
BY COUNTERFEIT AUTHORIZATION SERVER
Another technique malicious clients use to cap-
ture refresh tokens is by redirecting the refresh to-
kens from the valid authorization server to a coun-
terfeit one.

To arm against this threat a authorization serv-
er MUST use transport-layer mechanisms (TLS,
SSL, VPN) to ensure integrity and avoid phishing.

CONCLUSION
Double redirection protocols, as open standards,
play an important role in online data sharing on so-
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Kantara Initiative

Kantara Initiative (http:/kantarainitiative.org/about/)
is a robust and open focal point for collaboration to
address the issues we each share across the identity
community. Kantara activities focus on requirement
gathering for the development and operation of Trust
Frameworks as well verification of actors within Trust
Framework ecosystems. Kantara Initiative Accredits
Assessors, Approves Credential Service Providers Se-
rvices and Recognizes Service Components (Identity
Proofing and Credential Management).
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cial networks. OAuth 2.0 is an excellent example
for this.

As an open standard it is interoperable over dif-
ferent social networks, but it also implies security
risks because no cryptographic or security coun-
termeasures are built in.

For secure OAuth 2.0-implementation it is there-
fore important to know the security weaknesses
of the OAuth 2.0 -protocol. Depending on the kind
of implementation, OAuth 2.0 -implementers can
then add countermeasures, as described in this ar-
ticle per OAuth 2.0 role, to minimize the risk of suc-
cessful malicious attacks against the implementa-
tion.
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ESTABILISHING A
CENTER FOR DIGITAL
FORENSICS

INVESTIGATIVE SERVICES ON THE CLOUD
by Rocky Termanini, PhD, CISSP

The concept of building a Center for Digital Forensics
Investigative Services on the cloud is a compelling and totally
innovative. Everything is becoming cost effective and cloud-
centric, including selling Platform as a Service (Paa$S), Software
as a Service (SaaS). Now offering Digital Forensics as a Service
(DFaa$) is an attractive venture which will prove to be profitable
and highly successful.

What you will learn:

+ Learn about the process of conduct-
ing Digital Forensics (DF) analyses.

« Create awareness that Digital Fo-
rensics is an essential course in
computer science and MIS.

* Learn how to develop a business
case to promote the establish-
ment of a Digital Forensics Inves-
tigative Center.

* Learn more about how to use Bayes-
ian Networks to help in the detection
and deterrence of cybercrimes.

* You need to have the skills of
system analysis

* You need to have good skills in
operating systems and how to
read memory dumps.

» Have the training to use Digital Fo-
rensics software such as EnCase.

» Familiarity with cyber laws of the
land.

* How to preserve the evidence of
the crime while doing the analysis.

iven its innovative nature, |
G was able to promote the ini-

tiative of (DFaaS) in Aca-
demia to train Computer Science and
Law students, and to offer forensic
services to Law Enforcement agen-
cies in the area (who badly needed
it). Also, offer on-demand services to
private companies who were victim-
ized by a flurry of cyber-attacks from
trade secrets theft, to credit card and
bank account fraud.

This paper discusses my original
concept of as a business proposal
for the establishment of a Center for
Digital Forensics Investigative Ser-
vices on the cloud, as profit center, in
other words, fee for service.

In order for the center of Digital Fo-
rensics Investigative Services (DFIS)
to be successful, it should have solid
sponsorship the public and private sec-
tors, as well as the qualified resources

® e

to perform the services, as above all,
business-minded people who will fo-
cus on profitability and expansion of
business with strategic customers.

INTERNET AND CYBERCRIME

Cyberspace is a new world where
the masters are datalords, and bau-
drate barbarians. They can steal
legitimately whatever they want
around the world. Anonymity allows
them to indulge in extravagant role-
playing whereby they form a dan-
gerous underground movement to
rob any information highway. As we
migrate into higher cyberspace, citi-
zens, businesses, the government,
educational institutions, and oth-
er organizations have become an
easy target of a new type of terror-
ism. Cybercrime has become multi-
dimensional, totally virtual and glo-
balized, and can be triggered from



anywhere. The battlefield has become the data
center where “cybernauts” fight with their comput-
ers, laptops, notebooks and Ipads. The Pentagon
has moved to the cloud where the generals are
tattooed geeks.

The following chart gives a partial list of the
two-flavor malware inflicted on our societal fab-
ric: Figure 1.

INTRODUCTION TO DIGITAL FORENSICS
Digital Forensics (DF) simply is the reverse-en-
gineering process of cyber-crime. The main goal
of (DF) is to solve cybercrime, collect evidence
and bring perpetrator to justice, in other words it
is considered as IT autopsy. Artificial Intelligence
(Al) and Bayesian Network Modeling (BNM)
have been added to (DF) to extend the realm of
forensics into forecasting and prediction poste-
rior crimes. Now, we can extract knowledge from
historical forensic and crime episodes and offer
solid “reasoning” prediction on upcoming crimes
(Figure 2).

CYBERCRIME PREDICTION AND
FORECASTING

One of the high-profile activities of the DFIS center
is using Bayesian inference and probabilistic rea-
soning to forecast and predict cybercrime ahead
of time, as shown in the diagram below. Artificial
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Intelligence techniques will be used to develop a
reasoning engine that will provide unbiased and
realistic predictions. All crime episodes will be con-
verted into Bayesian graphical patterns and stored
in a central database. The reasoning engine will
evaluate the different pattern and determine the
likelihood of cyber-attacks with great accuracy
(Figure 3).

The first step in Forensics is to reconstruct the
crime and determine how it was committed. The
second step in Forensics is to determine the mo-
tives and why it was committed. And the third step
is to find out who did it.

Without referencing historical data, Forensics is
practically impossible. Forensics needs to study
pattern of similarly solved and unsolved crimes.
Artificially intelligent and cognitive engineering
have been very instrumental in building reasoning
systems are built to help analyzing patterns of his-
torical crimes (Figure 4).

OVERWHELMING STATISTICS

Internet has offered a compelling opportunity to
hackers to practice cybercrime. Good hackers can
become good computer forensicians and vice ver-
sa. The fascinating part of the science is that the
computer evidence often is transparently created
by the computer’s operating system without the
knowledge of the computer operator. The informa-

International Cyber Terrorism Targets

.,
b

Telecom

Hospital
Records

2

Maritime
Gateways

Air Gataways

Transportation

N

Discovery

Present
Evidence

i

Investigation

3
b

Cybercrime

CEETETTETETTEY =

Security Systems will discover it

e o]

k4

Forensics

Such as Intrusion Detection System

Figure 2. The Cyber of Digital Forensic

www.eForensicsMag.com

&

®



)

tion may actually be hidden from view. To find it,
special forensic software tools and techniques are
required.

That shows up in the statistics. According to
FBI's Internet Crime Complaint Center (IC3), the
statistics for 2011 is on the increase. Here’s an ex-
cerpt from the banking industry: Figure 5.

Worse yet, the cost of hacker attacks appear
to be rising. According to the 2011 “Computer
Crime & Security Study,” released by the FBI and
the Computer Security Institute in San Francisco,
some 90% of the 503 respondents from large cor-
porations and government agencies said they had
suffered over 25 cyber-attacks or security breach-
es in the past 12 months. The average financial
toll (from the banking industry only) has from these
has risen to $38.3 million, from $500,000 in 1997.

Formal digital Forensics started in early 2000,
and initially, Academia did not give any attention
to this marvelous profession. But most universities
have adopted, or will start Digital Forensics cours-
es in their Computer Science program.

Early Warning
Predictor

EFOPEHSICS
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The link http://education-portal.com/articles/List
of the Best Computer_Forensics_Schools_in_
the_US.html, gives a partial list of the universities
that offer an advance program in Digital Forensics.

PROPOSED ARCHITECTURE OF DFIS
CENTER

The following chart shows the architecture of the
(DFIS) center: The “trusted” cloud is in the center
which represents the knowledge Farm as well as
the client accounts and the APIs to their systems.
The knowledge databases will also be on the cloud
under the management of a trusted agency. The
center will be on campus of a reputable schoal,
and will have the tools and the necessary software
to conduct the forensic analyses.

The Center will also have honeypot grids and
stealth traps, to capture random attacks from glob-
al hackers. The Clients (on the left in yellow) will be
able to review the results of the forensic s analyses
and submit forensic service requests called (efo-
rensic-as-service) to the center (Figure 6).
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Students from Academia will attend courses and
training at the center. Clients from the private and
public sectors will subscribe to the DFIS center on
yearly basis.

DFIS CLIENT BASE

There are four categories of clients who can use
the center to help in their forensic investigations:
Figure 7.

Bank Crime Statistics (BCS)
Federally Insured Financial Institutions
Viclations by Type of Institution  January 1. 2011 - December 31, 2011

Robberies Burglaries Larcenies
Commercial Banks 4495 44 10
Mutual Savings Banks 18 ] o
Savings and Loan Associations 105 3 0
Credit Unions 398 13 1
Armaored Carrier Companies ] ] 1
Totals 5,014 60 12

Loot Taken and Recoverad

Loot was taken in 4,534 (B9 percent) of the 5,086 incidents. Loottaken is temized as follows:

Cash £38 33140185
Securities—Face Value £100.00
Checks (Including Traveler's Checks) §2310.11

Food Stamps $0.00

Other Property £0,800.00
Total $38,343,501.96

Figure 5. Excerpt from the banking industry
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DFIS TECHNICAL AND FORENSIC
SERVICES

There will be a wide variety of services that the
center can do to clients: Cloud and onsite services,
cognitive products for early warning and forecast-
ing and formal training seminars on ethical hacking
(Figure 8).

THE PIVOTAL ROLE OF THE DFIS CENTER
DFIS Center is an incredible knowledge and re-
search hub that reaches out to all the sectors of
business and industry. It is a crime fighter and pro-
vides a regimented book campy for training in Digi-
tal Forensics, ethical hacking and cyber security.
DFIS empowers any academic institution with the
latest in security technologies (Figure 9).

THE FOUR BUSINESS DRIVERS OF DFISC
There are four major drivers that contribute to the
importance of DFIS center, as shown in the figure
below. The first driver is Technology which is the
building blocks that shape up Digital Forensics.
As technology moves along, it allows cyber crimi-
nals to pick up the latest advance and use them
as weapons. The second driver is Academia which
offers the stage for learning and knowledge acqui-
sition. The third driver is Law Enforcement which
relies on Digital Forensics to collect evidence and
bring hackers to justice. The fourth driver is the
business world which is offers a fertile ground for
cybercrime. Business has always been plagued
with enormous damages from cybercrime. It
doesn’t have the proper expertise or the time to re-
spond to early warnings.
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Cybercrime
Knowledge Factory

Cybercrime
Knowledge

Databanks



ACADEMIC ALLIANCE

Internet is the cornerstone of a new paradigm is in
the process of changing our social order. In Aca-
demia, Internet has permeated into every depart-
ment and program. In fact, Internet has become
the most important topic in schools. It has dras-
tically influenced every program from liberal arts
to Anthropology. Internet courses have become
mandatory regardless of student major. Lab work
has become an integral part of the education con-
tinuum. Almost all Law schools have incorporated
digital forensics into their formal program. The new
Cyber Law has become a high-profile topic and
gained universal popularity. Most schools expand-
ed the computer labs to accommodate the increas-
ing workload.

DFIS center would be the logical place to learn
about cybercrime. The center will offer basic and
advanced courses in Computer Forensics. The
courseware will cover the whole cybercrime spec-
trum: psychology of the cybercriminal, the anato-
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my of crime, how to reverse engineer it, and recon-
struct the crime. Students can major in Cybercrime
and digital forensics and even get an advanced
degree. Cyber law is in its infancy and cyber crimi-
nals know this and will take advantage of this grey
area. Lawyers need to know how to deal with cy-
bercrime and how apply cyber law to it. Most im-
portantly, train the elite of the young generation
how to be accountable, ethical and focused on
professionalism.

COLLABORATION WITH LAW
ENFORCEMENT AGENCIES

It is evident that all the Law Enforcement agencies
can only handle 30% of all the crimes. 70 % of the
crimes remain unsolved and poorly handled. Since
crime is on the rise in volume and sophistication,
Law Enforcement agencies are running behind
and welcome any help coming from center such
as DFIS center. Some of the complex crimes such
as international credit card fraud, Human traffick-

DFIS Center Client Base

Law Governmant

Erfecae agencies Private Sector Acadsmic
* Cybercrime Tracking . * MOl * Financial & Banking * Training
* Terrerlsm * MOH * 0l & Gas * Congortla
* Credit Card Fraud * MOD * Pharmaceutical * Research
* Money Laundering * Airports * Hospitals * Workshops
* Crime Labs * Transportation * Seminars
* Legal bodies * Media Companies * Symposia
* Law Firms
Figure 7. The Client Base for the Center
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Figure 8. Portfolio of Services and Products
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ing networks, drug trafficking, require high level of
sophistication and patience.

The number of professional hackers (black
hats) has been astronomically growing from a
handful in 1993, 30,000 in 2009, and in 2011,
the number reached 1 million. Plus the fact
they have been at the leading edge of technol-
ogy. Underground organizations have been hir-
ing them to manage their business around the
world. There are 200 international schools that
teach advanced cybercrime. The Hacker Quar-
terly magazine publishes the most sophisticated
malware and how to circumvent the attacks. Se-
rious hackers are computer science graduates
and develop innovative tools to crack almost any
system. There are over 1500 Black Hat clubs or-
ganizations in the world that convene yearly to
share crime technologies.

STRATEGIC OPPORTUNITIES WITH THE
US GOVERNMENT

Since cybercrime has risen 29% in 2009 and 31 %
in 2010, the demand for rapid forensic investiga-
tion is reaching the critical mass. The government
is encouraging universities to take on part of the
responsibility to launch new academic programs in
cyber forensics and form consortia to develop new
strategies and technologies.

eForensics
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Every year the US Government solicits research
institutes and non-profit organizations on funding
opportunities for specific projects such as Comput-
er Forensics. The following is a partial list of the or-
ganizations that have great interest in fighting cy-
bercrime and are willing to partner or going after
special grants:

* The National institute of Justice

* National Institute of Health (NIH)

* National Institute of Standards and Technology
(NIST)

* Information Technology Association of America
(ITAA) Computer Emergency Response Team
(CERT)

* National
(NIPC)

» FBI National Cybercrime Division

BUSINESS ALLIANCE

The success in today’s business is achieved
through strategic alliance and banding. The eco-
nomic state-of-the-Health in 2011 has brought
gloom and doom to every business sector. Crime
also has risen at the workplace. Employees re-
sorted to hacking to express their dissatisfaction
with management and layoffs. Major banking insti-
tutions and manufacturing companies experience

Infrastructure  Protection Center

Figure 9. Rhe DFISC as Central Cybercrime Fighter (Dr. Rocky Termanini Univeriity Of Bahrain 2006)
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loss of data, theft of intellectual property, employee
data breaching, Distributed Denial of Service, SQL
poison and massive spam.

DFIS center will be able to render services to re-
cover corrupt data, or to recover data that was de-
leted accidently or on purpose, to track employee
hacking and external bandits, to set up stealth soft-
ware traps, key loggers, and honeypots for back-
door perpetrators.

Moving to the cloud has also opened a Pandora
box of challenges across the board. The transport
of information across the virtual U-bans of Internet,
has given the black-hat communities a golden op-
portunity to commit fraud, steal people identities
and bank account information, steal military and
trade secrets, off-shore gambling, music and mov-
ie piracy and industrial espionage age. DFIS cen-
ter will help companies set up the proper security
and contingency standards before the migration to
the cloud.

Many criminal organizations are also jumping on
the cloud bandwagon to market their “Attacks-as-
a-service” such as offering botnets for lease and
sale.

VALUE PROPOSITION OF DFIS CENTER
The Computer Forensics Investigative Services
(DFIS) center seems a logical component of the
University’s academic infrastructure. It is just like
chemistry labs, media studios or computer labs. It
is a vital component of Academia. Although unlike
the other labs on campus, (DFIS) can be a prof-
it center. The Computer Emergency Response
Team (CERT) located in Carnegie Mellon Univer-
sity in Pittsburg Pa, is a center to track and monitor
cybercrime at national level. At the same time, it
is a viable training center for the students to learn
more about cyber space malware.

There are over 120 reputable universities in the
US that have similar cybercrime and Forensics in-
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stitute like (DFIS). These campus-based institutes
contribute more than 40% to the fight against cyber-
crime in the country. The US Government in fact, re-
lies heavily on such institutes for technical resourc-
es and support, in exchange for yearly grants.
Schools like the University of Massachusetts,
UCLA, and Dartmouth have already launched CF
classes and seminars, and their faculties speak
about the topic at national conferences. Other uni-
versities, such as MIT, UCLA, and the University
of Texas at Dallas, boast good computer science
departments that conduct research in computer fo-
rensics. Most of these institutes have done great
job in bringing national attention to their schools.
Professor Susan Brenner of the University of Day-
ton http://cybercrimes.net/ is an excellent testimo-
ny in supporting the Law school of the University.
As an intersection between Law and technology,
(DFIS) will offer the following unique services:

* To help graduating school lawyers understand
the process of Computer Forensics, Digital Ev-
idence, preparing litigation and investigative
cases, and monetary damages of hacking.

» To draw on a large pool of Computer Science,
Law, or IS students for manpower to support
research or to work on grants or help on spe-
cial assignments such as Ethical Hacking.

» To help outside clients, lawyers, and Law En-
forcement, identify, acquire, restore, and ana-
lyze electronic data in litigation, as well as tes-
tifying experts in IT autopsy and crime recon-
struction.

» To provide formal workshops and certification
courses in Computer Forensics, cybercrime
prevention, and in Business Continuity.

* To explore all available funding opportunities
from all agencies such as NIST, The Institute of
Justice, DHS, DOD and others. (DFIS) will be a
potential qualifier for several grants.

30% Grants & Routine 25%
Consortia Services
NJIT 50%
30% : On Demand o
’ Fohirdatss . MERIT Consulting
Vendors
+ Facilities
+ Resources . 259,
40'%! Membership . Techno|ogies semlnaFS& o
Training

Distribution of Revenues
Figure 10. The DFIS Center Business Model

Distribution of Activities
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» To conduct research of computer crime and cy-
ber terrorism and publish demographic surveys.

+ To work and support of law enforcement, ex-
perts, and partner missions related to fighting
computer crime and foreign counterintelligence
missions related to cybercrimes and counter
cyber terrorism.

* To link criminological and legal research to
problems of criminality in the fields of computer
technologies, with the purpose of rendering as-
sistance to legislators, scientific, law enforce-
ment and IT security administrators.

Table 1. Financial Case (Estimated Revenues for year 2012)

il

+ To conduct seminars, conferences and interna-
tional symposia on cybercrime and cyber ter-
rorism.

» To create a library, a website, and publish arti-
cles and research results. (DFIS) will contribute
to the international information exchange relat-
ed with the struggle against criminality in the
use of information technology.

* To prepare of students and analysts in the field
of cybercrime prevention and investigation of il-
legal activities perpetrated through the use of
information technology.

Membership $500/year for

initially 50 members e
Government Grants/Consortia ~ $1,500,000
D|sa§ter Recovery and Backup $800,000
services

On ngapd State Government $3,000,000
Investigation

Retaining Fees from private

business 100 users SR
Yearly Workshops (3 days) $120,000
Yearly Seminars (1 day) $20,000
Total $6,945,000

Table 2. Financial Case (Estimated Operating Costs)

Members will benefit from website bulletins and new
about Forensics

Funding will come from DHS/DOD/DOJ/
On demand requests from the private sector

On demand state Forensic investigations

Banks, Pharma, and Hospitals contract to investigate
cybercrime

Customer training

Management seminars

Yearly Expenses Explanation

Director $120,000
Forensic Technician2 (3) $240,000
Hardware /Cloud $20,000
i B
Travel/Training $4,000
Supplies $6,000
Facilities Leases $5,000
Marketing $30,000
Courseware $20,000
Total Yearly Cost $435,000

www.eForensicsMag.com

The director will be responsible for the management of the
center.

Technicians will conduct the technical work

Special computer needs to be acquired for forensic work.
Also connectivity with the cloud

EN CASE forensic software (1) will be provided by Guidance
Software.

Training for the technician

Special material and accessories for forensic work
NJIT will offer space for the lab

Reaching out to prospective clients

Training material

@
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FINANCIAL CASE
AW i The cash flow of
DFIS center will
generated from
three different
| sources: Consor-
tia with academia,
fee for service
and yearly mem-
bership. The cen-
ter will spend half
of its operating time working on forensic cases.
Training and routine services (such as backup and
recovery) will take 25% of the center’s operation
(Figure 10, Table 1 and Table 2).
Software Guidance is the company that markets En
Case Forensic. hitp://www.guidancesoftware.cony/.

ag 1213853
ad  928.09¢
3d 640830
3] 1,318,32

669,160

PART-6 DEPLOYMENT SCHEDULE OF THE
DFIS CENTER

The DFIS center
will require four
o months before it
- is fully operation-
al. The Gantt chart
* implemented in
- 2006 (Figure 11).

Join Consortia
|

Prepare DFIS plan
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DIGITAL CONTINUITY
OF GOVERNMENT
RECORDS

by Dr. Stilianos Vidalis, Lecturer at Staffordshjre University and

Dr.O

Iga Angelopoulou Lecturer at Derby University

The Digital Continuity project was conducted collaboratively
by the University of Wales, Newport, Guidance Software and
the Welsh Government in 2011. The centre of gravity of the
project was to mine, categorise and classify (based on a pan-
governmental vocabulary) information from a heterogeneous
large scale computer infrastructure and store/fuse the search
results in a forensically sound manner while destroying the
duplicates and without disrupting daily staff operations.

ack in 2007 the UK’s govern-
ment has identified a number
of needs for public sector in-

formation. Those that related to this
project were the following:

* Improve responsiveness to de-
mand for public sector information,

» Ensure the most appropriate sup-
ply of information for re-use,

* Improve the supply of information
for re-use,

* Promote innovative use of public
sector information.

Those needs were re-iterated by Ol-
iver Morley, Chief Executive of the
National Archives in the UK in his
speech about building a culture that
shares knowledge more efficiently,
and builds capability in the informa-
tion of all kinds. The project brought
together diverse knowledge from dif-
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ferent business sectors in order to
satisfy the aforementioned needs.

INTRODUCTION
The first person to properly report and
document the principles of information
operations was Sun Tzu, thousands of
years ago in his ancient Chinese mili-
tary treatise. The same principles ap-
ply today across all of the different pub-
lic and private sector organisations. It
has become excessively important for
public organisations to have the right
information on the right time in order
to be able to satisfy and service pub-
lic needs in an appropriate manner, as
specified by UK and EU legislation. It
is equally important to apply innova-
tion in extracting knowledge from ex-
isting data sets in order to proactively
satisfy future needs of the public.
Today there are data-mining tech-
niques that allow the turnaround time



on data requests to be measured in minutes. The
procedures that are in place though, and the com-
plexity of the operations that a civil servant has to
follow, raises the turnaround time to days. The re-
turned data must be the most appropriate, based on
the search criteria, which creates the need of identi-
fying and deleting duplicates. Furthermore, the data
have to be stored in such a way that will allow for fu-
ture farming and be able to address ‘change’ in the
needs of the government and of the public.

In today’s global interconnected world, informa-
tion is considered to be the most important asset
category under the context of risk management. In-
formation can be knowledge, but cannot be defined
as that. For defining information we will go back to
1995 when Michel Menou wrote that “...information
encapsulates a wide range of concepts and phe-
nomena...”. “They relate to both processes and ma-
terial states which are closely inter-related...” Ac-
cording to the same author, information can be:

* “A product, which encompasses information as
thing, as object, as resource, as commaodity,

* What is carried in a channel, including the
channel itself,

* The contents.”

Information is widely considered to have three
abstractions: data, information and knowledge.
We will add a fourth layer, that of the expertise.
Data can be individual observations and low lev-
el primitive messages. Once we sort, classify or
index them into organised sets, then we can re-
fer to them as information. Our goal of course is
to put the data elements in relational context for
further analysis, which will result in understanding
the information. Quoting Edward Waltz, the author
of Information Warfare Principles and Operations:
“Understanding of information provides a degree
of comprehension of both the static and dynamic
relationships of the objects of data and the ability
to model structure and past (and future) behaviour
of those objects. Knowledge includes both static
content and dynamic processes.”

Having enough knowledge regarding an issue will
allow decision makers to develop expertise regard-
ing that issue which in turn will allow for a sorter
turnaround time for the decision to be implemented
and for a greater trust to the correctness and ap-
propriateness of that decision. We all thrive and as-
pire in doing things right, but are we doing the right
things? Are we indeed making informed decisions
to resolve our daily issues or are we simply compro-
mising into doing what everyone else in our environ-
ment/community/virtual community is doing?

THE PROBLEM
In 2011 the Knowledge and Information Manage-
ment Division (KIMD) of the Welsh Government
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(WG) had a diverse and heterogeneous network of
approximately 6500 nodes that contained informa-
tion stored in different data types: MS Office prod-
ucts, HTML, PDFs, files inherited from the merger
of the many organisations that formed KIMD, sta-
tistics, engineering drawings and GIS data.

The KIMD IT Department had the constraint of
not being able to introduce new servers in their
server rooms, and actually the directive coming
down from the British Government was on reduc-
ing the amount of servers, limiting the carbon foot-
print of the data centres, but also reducing their
maintenance and running costs.

Against those constraints was the challenge of
collecting data from their large scale heteroge-
neous computing infrastructure. Normally the pro-
cess of collecting data that relate to specific criteria
has the following steps:

* |dentify, in collaboration with IT, all the loca-
tions where relevant data are kept, probably in-
cluding servers as well as the employees’ per-
sonal laptops/workstations;

» Collect the data (which normally cause disrup-
tion to normal user operations);

» Filter out the duplicates and the non-important
data from the larger bulk that was collected; and

* Process the resulting filtered set of data so that
they can be loaded into a document manage-
ment system.

It is an expensive, resource-intensive process that
depending on the scale of the environment can be
very disruptive. We had to consider the different
types of hardware and software that contained the
data, as well as the diversity and age of the data.
Furthermore, referring to the previous quote, data
constitute only a part of the picture. In order to be
able to develop knowledge and expertise we had
to understand the processes that the data were
used for in the past. The WG also had a need for
automating the above process, limiting the turn-
around time, and making it auditable, hence con-
sistent and repeatable. Generalising, there are dif-
ferent methods for collecting data:

» Very basic, non-forensic copying of electronic
files from employees’ computers by the IT de-
partment using unsophisticated tools such as
Windows Explorer;

* Manual collection by an expert performing either
forensic or non-forensic machine-by-machine
collections (i.e. not over the company network)

* In-house automated enterprise-wide forensic
collection using a software application which
can reach all the network nodes from a cen-
tral location according to search criteria deter-
mined in a dynamic manner (and performed by
a dedicated team according to a repeatable set

-



of processes and procedures), and can per-
form free in-house secondary culling and pro-
cessing into a document management system.

The five factors that are affecting the forensical-
ly sound collection of data and in the same time
constituted part of our requirements were: Scale,
Cost, Responsibility, Context, Irretrievability, and
Admissibility. There was also a requirement for a
software application that could be implemented in-
ternally by the “KIMD” to search, identify, collect,
and process electronically stored information from
their heterogeneous large scale computer infra-
structure from a central location without interfering
with the employees’ use of their computers. The
software had to provide the option of automated
over-the-network collection of:

» Data responsive to search criteria:
* keywords,
e time-frames,
« file types,
+ file metadata
* All user-created files based on user profile in-
formation.

The software had to use a methodology for extract-
ing just the right data, cost effectively and in a man-
ner which could not be challenged. User participa-
tion to the discovery, collection and storage of the
data had to be kept at a minimum. Finally, KIMD’s
infrastructure has been developing for the last two
decades and data and processes dated back to the
80s. We had to fuse and analyse the data without
the participation of the original data owners.

THE RESULTS

The aim of the Digital Continuity project was to
mine, categorise and classify information from a
heterogeneous large-scale computer infrastruc-
ture and then store the search results in a forensi-
cally sound manner. Duplicate information was to
be identified for destruction and the process was to
be designed so that it could be implemented with-
out disrupting staff operations.

The test data was a 217Gb (810,000 files)
sample taken from the Welsh Government (WG)
shared drives and email vault. The records con-
cerned largely related to the work of the Depart-
ment of Education and Skills though 25% of the
sample were taken from the wider organisation in
order to ensure that the classification system used
were useful over a broad range of subjects. The
test data ware stored in a purpose build isolated
virtualised test environment. All the project devel-
opment work occurred within that test environment.

De-duplication of the test data was achieved.
Some 35.88% of the files were identified as dupli-
cates. Removing these files resulted in a saving of
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29.49% of physical space. After one ‘pass’ of the
data, it was possible to generate usable metadata
for 75.7% of the de-duplicated data set. We will re-
fer to this as the rich data set. The retention poli-
cies of the WG were used to design queries and
rules for analysing the rich data set. It was pos-
sible to extract 65% of the files in the rich data-
set for long-term retention together with their meta-
data in a format that would allow transfer to the
WG Electronic Document and Record Manage-
ment System (ERDMS Known as iShare within the
WG). This translates to 55% of the de-duplicated
data set. Further analysis of the rich data set would
have resulted in a better extraction rate.

The data acquisition took 24 hours and 3 min-
utes for 211.9GB. That is 150.371MB/min, which is
within the lower range of the network performance
based on our performance tests. Projecting that to
the whole infrastructure of the WG, it was estimated
that a data acquisition through the eDiscovery Suite
would take 290.5 days. If we could get maximum
performance from the network, then this estimate
would fall to 60.6 days. Of course, even this is not
practical, hence it was recommended to fragment
the data set and parallelise the collection operation.

The de-duplication process took 5 hours for
211.9GB. Projecting that figure to the whole of the
WG infrastructure it is estimated that a full de-du-
plication would take approximately 60.4 days.

As this is not practical, it is recommended that
the process should be done on the fragmented da-
tasets, which will result in further parallelising the
operation.

The indexing process took 5 days for 149.4GB.
Using the 35.88% duplication figure, some 39395GB
would need to be indexed. This would take an es-
timated 1318.451 days. With the suggested frag-
mentation of the data set and the parallelisation of
the operation this time would be reduced.

There have been some technical (and non-tech-
nical) issues that affected our operations.

* The virtualisation of the e-Discovery compo-
nents was problematic, as virtualising within a
virtual environment caused instabilities to the
majority of the eDiscovery components.

* Legacy data types created in FAT32 systems do
not hold rich metadata. This meant that the e-
discovery process did not produce metadata to
the existing National Archives standards. The
retrieved metadata were not sufficient to satis-
fy all the classification queries. Interviews with
WG personnel had to be performed in order to
collect additional primary data about the current
practice of classifying documents in WG.

* The lack of dedicated hardware resources great-
ly affected the performance of the eDiscovery
Suite components. The acquisition, hashing and
indexing operations were most affected.
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+ Towards the end of the project, there was in-
sufficient memory to load the case and initiate
the keyword searches for further analysing the
residual data.

Despite the above problems the test data set was
preserved in a forensically sound manner for the
duration of the project. The hashing and index-
ing operations were conducted automatically and
transparently by the eDiscovery Suite with minimal
human intervention and an audit trail for all of the
data manipulation activities was maintained.

CONCLUSIONS

Traditionally e-Discovery techniques are being
used during litigation activities for identifying valu-
able assets and minimising costs. We managed to
successfully apply digital forensic disciplines to the
information management and governance field for
providing the Welsh Government with an innova-
tive solution to their complex problem of improving
responsiveness to demand for public sector infor-
mation, and ensuring the most appropriate supply
of information for re-use. In the near future we will
be further exploiting the developed method and the
project artefacts in order to finely tune and stream-
line the operations. There are plans for setting up
a private cloud infrastructure and using cloud re-
sources in order to optimise the collection and in-
dexing turnaround time.
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UNIVERSITY

Staffordshire University is offering undergraduate

degrees in Forensic Computing and Cyber-Security.

Both the BSc in Cyber-Security and the BSc in
Forensic Computing at Staffordshire University are
highly practical multidisciplinary programmes designed
to enable the scholars/students to proactively secure
large scale heterogeneous computing infrastructures
and identify and investigate cybercrimes, such as fraud,
identity theft, phishing and pharming, software piracy
and corporate espionage taking place in a variety of
environments: standalone computers, intranets and
the Internet, and virtualised infrastructures including
Cloud environments. The programmes will equip the
scholars with the appropriate skillset for securing and
preserving digital crime scenes as well as forensically

collecting and analysing digital artefacts.

Under the guidance of a highly experienced team,
including experts from the Police and other Law
Enforcement Agencies, scholars participate in full scale
penetration tests and digital forensic investigations
and analyse digital crime scenes that are set-up in our
dedicated, self-contained digital forensic laboratories.
They have access to the latest digital forensic software
and hardware, including biometric kit and mobile
phone forensic kit. The environment is designed to

emulate the conditions found in the industry.
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